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Housekeeping

* Introductions

FOLLOWING
INSTRUCT/ONS

* Pen/pencil & paper
* Cell phones on silent or vibrate
* Side conversations

* Questions

WHAT WAS

* Refreshments ;ﬂﬂﬂgﬂﬁgﬁ e

° Breaks FOLLOW E:w
INSTRUCT/ONS [’O Ol

° Restrooms OF ALL Kfﬁpﬁ \) 7

Vi

* In case of emergency




Agenda

* Net Control

* Message Passing

e Shadowing

* Repeater Linking Delays

* Packet Networking

* SCCo Data Network — The Next Phase
* District Emergency Coordinator — Year End Report

* High Power Performance Award
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Agenda

* Update on California AB 1222 (aka AB 1785, Section
23123.5(f) CVC) and our mobile ham radio use

* Updates to Resource Net mobilization and de-mobilization
resource tracking

* Course-correcting for better net communications efficiency:
* How to be a better Net participant
* How to be a better NCO



Update on California AB 1222

(reference material for post class study)

* Signed into law on 27 Sep 2017
* Slightly amended, taking away the "specialized mobile radio...” association.

* Press release http://www.nolpc.org/handsfree/20170927-AB1222-SIGNED.pdf

* Intent stated: for phones, not for “trained or licensed professionals, such as utility
workers, from using their mounted and [wired] two-way radios for brief
communications with one another or dispatch. .... These devices do not possess
the myriad distractions of cellular phones.”

* The published Legislative analysis, which although not issued by the
Attorney General's office as legal interpretation, does spell out the
intent of the law - prohibit hand-held cellular call and text application.

e Analysis 1

* A CHP enforcement memo, which comes not from the administrative
side of things, but field operations, clarifying for their LEOs what
should or should not be enforceable: don't bother with stops for mike
use.

* http://www.nolpc.org/handsfree/CHPEnforcementMemo.pdf

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.



AB 1222 Impact on Hams

* Since the last net control class, things are slightly better.

* AB 1222 is still not stated crystal clear, and will likely not be improved in
any near future.

* Interpretation is still up to local jurisdictions.

* Opinions / interpretations are that:

* Holding the active device (e.g. a handheld) by hand (still looks like a
phone) is a violation.

* Hand-held affixed to the vehicle with a speaker-mike is most likely OK.
* Mounted mobile rig, using a wired hand microphone is most likely OK.

 Carrying a copy of the CHP memo in your vehicle is prudent.

* Visit Jim Aspinwall’s (NO1PC) site for the most current summary
and discussion:
e http://www.nolpc.org/handsfree/

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.



Impact on Resource Net Level 3 H&W

* Before 2017, NCO would call out individual calls signs expecting
an immediate response from the individual.

* Because of our state government, the 2017 NCO 3B course
taught a new method: when NCO is ready for H&W they will
make an announcement, and then you are to respond when
you determine it is safe to do so.

* Requires driving to a location where you can safely stop and make your
H&W check-in.

* Since then, the law has been further clarified to the point
where it seems to be ok (we’re not lawyers) if you use a wired
microphone attached to a mounted radio.

* You still determine if it is safe and legal to respond while driving.

* NOTE: This likely will create a communications pile-up.



Updates to Resource Net Travel Tracking

* Mobilization
* Unchanged.
 Will continue to use as is.

* Demobilization
e Optional.

* If you decide to use the net, check-in and continue to use until you
reach your destination, and then check-out.

* If you are not going to use the net, simply don’t use it.
* Avoid “check-in, check-out”.

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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How to be a Better Net Participant

* Observations and feedback, many comments of nets running slowly

* Most often Resource Net Level 3 Travel Tracking during Mobilization
e “Can’t check-in”, “can’t check-out”

 After review (including recordings), root causes include the following:
* Some participants are not coming to the event prepared

* Thoroughly read and follow any instructions for an event, including anything sent in
email before or provided at the event -> prepare your mind.

* Equipment: make sure it is programmed and all works before arriving.
* Note: still be able to program your radio in any weather situation or time of day.
e Show up on time: anticipate lead time for parking, staging, and start of briefings.
* Net Control’s instructions are not being followed, creating repetition
* |f asking for reports, communicate just what was asked for, nothing more or less.

* Reminder: if assigned a Tactical Call sign, your transmission is generally always:
* “This is <Tactical Call> <message> <FCC Call Sign>"

* The first second of a transmission is missing

* With linked repeaters, press PTT and THEN WAIT AT LEAST A FULL SECOND before
speaking!

* Yaesu users: TURN OFF WIRES before transmitting anything!.

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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How to be a Better Net Control

* The NCO sets the tone, pace, and efficiency of the Net

* Be clear on any instructions to participants.

* Be concise and terse, say no more, say no less, stick to net business.
Follow scripts and procedures.
Try to avoid repeating large portions of assignment instructions.

Leave sufficient pauses between messages
* Need to allow for other participants to transmit as well as allow for

emergency or priority traffic interruption.
* |If the net has become inefficient, expect:
* Some corrective suggestions and coaching (from supervisor, scribe, etc.).
* A shift change, if other personnel are available.
* A two-way debrief after the shift or event is over.

 All of us: important to course correct an inefficient net into a more
efficient net: prepare and practice outside the classroom!

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.

12



Message Passing
2017 Year End Review, Update

Santa Clara County ARES®/RACES
Don McKee, KEGDM
Revised: 05-Dec-2017

ARES and Amateur Radio Emergency Service are registered servicemarks of the American Radio Relay League Incorporated and are used by permission.

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved. 13



Message Passing Fundamentals

The building blocks of the message passing process



Follow the NTS Manual (plus SCCo changes)

 Most of what we will cover comes
from the ARRL NTS manual
* Chapter 2 — Sending Messages on Voice

* Print it out; keep it in your go kit; refer to
it often

* A (very) few NTS procedures don’t fit
RACES situation where the message
author and recipient are not radio
operators

* Example: “X” for end of sentence

 Santa Clara County RACES additions
and/or exceptions adjust for our
environment (FM simplex or
repeaters) and fill in missing
procedures
* Punctuation, symbols, GPS coords, ...

W3YVQ.v2.04-5/02 PSCM APP.-B NTS MPG-SENDING ON VOICE P 2-1
CHAPTER 2 - SENDING MESSAGES ON VOICE

Table of contents (Double click RTF, click PDF page number to section; Crrl-Home TOC.):

2.0 CH -\P] ER 2. SENDING MESSAGES ON VOICE, INTRODUCTION .4
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1
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.1.4.10 OVER...

1411 R(I(uFR ;
1412 MISC, \FFIR\I \TI\ E, \FG \TI\ F RUluFR Q SIGNALS .
1.5 INTRODUCTORY WORDS FOR GROUPS .

.1.5.1 FIGURE(S)...
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153 INITIAL..

5 I\Il[-\L‘: fLLI ILR (_-ROL P

5.5 MIXED GROUP ..
MIXED GROUP l'I(jL'KL'
AMATEUR CALL ..
2.1.58 ARL. CHECK AND TEXT. IF NUMBERED RADIOGRAMS ..
2.1.5.9 EMAIL, PACKET, AND INTERNET ADDRESSES ...
2.2 RULES FOR VOICING MESSAGES .
2.2.1 SPELLING, PHONETIC OR L FTTFR
2.2.1.1 MANDATORY USE OF PIIE)\.LII(S 3\\.1_) SPLLLI'\(_;
2.2.1.2 PHONETIC OR LETTER-SPELLING CHOICES .
2.2.2 NO EXTRANEOUS WORDS ..
2.2.3 SENDING SPEED ..
2.2.4 RULES FOR VOIC I'\(_s llIL P-\I{l‘: ()l
2.2.4.1 PREAMBLE VOICING RULES ..
3.2.-1 2 ADDRESS AND OF NOTE \{)1(.]\(.- RL LL‘>
4.3 TEXT AND OP NOTE VOICING RULES ..
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1Ill_" MESSAGE

b
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Symbols

* The NTS manual does not cover how to voice many symbols.
SCCo RACES will adopt the following standard:

« “/” is spoken “slash”

* Example: “... and/or...” is spoken “... mixed group alpha november delta
SLASH oscar romeo ...”

* “+” is spoken “plus”

* Example: “... +1-408-867-5309 ...” is spoken “... telephone figures PLUS one
<pause> four zero eight <pause> eight six seven <pause> five three zero niner

« “.” depends on the context
“"is spoken “minus” as part of a number

* Example: “...-123...” is spoken “... figures MINUS one two three ...”
“”is spoken “dash” when used as a dash

* Example: “... w2xsc-1...” is spoken “... mixed group whiskey two x-ray sierra charlie
DASH one ...”

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Symbols (cont.)

* Reminder, voicing of “ is context dependent:

awn”n

* In a number, “” is spoken “decimal”
 Example: “... 146.475 ...
* Spoken: “... figures one four six DECIMAL four seven five ...”

a9

* In an email, packet, or internet address, “.” is spoken “dot”

{

* Example: “... joe@host.com ...”

* Spoken : “... email address juliet oscar echo atsign hotel oscar sierra tango
DOT charlie oscar mike ...”

a9

* At the end of a sentence, “” is spoken “period”

* Example: “... Bring food. ...”
* Spoken : “... bring food PERIOD ...”

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Message Passing Prowords

* Prowords are special words used to facilitate message passing by voice

* They are NOT written into the message

* Prowords can be grouped into three categories, depending on how they

are used:
* Operational/Control Prowords
* Define the start, end, or control the flow of the message
* Clarification Prowords
* Always spoken after a group
 Clarifies or emphasizes what was just said

* Introductory Prowords
» Always spoken before a group
 Alerts receiving operator to what is coming next

* It is important to use each of them in the right place to avoid confusing
the recipient and slowing down the message transfer

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Intro Proword: Figure(s)

e |dentifies one or more numerals to follow
* Voice each digit separately
e A“”isvoiced “DECIMAL”

* A preceding “-” is voiced “MINUS”

* Examples:
* Written: Send 12 dozen jelly donuts right away
* Spoken: “Send FIGURES ONE TWO <pause> dozen jelly donuts right away”

Written: Switch to frequency 146.115
Spoken: “Switch to frequency FIGURES ONE FOUR SIX DECIMAL ONE ONE FIVE”

Written: The temperature will dip to -10
Spoken: “The temperature will dip to FIGURES MINUS ONE ZERO”

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Intro Proword: Telephone Figures

* [dentifies a telephone number to follow
* Best to include area code for clarity

* Examples:
e Written: 408-555-1212, (408) 555-1212, or 408.555.1212

* Spoken: “TELEPHONE FIGURES four zero eight<pause> five five five
<pause> one two one two

e Written: +8816-408-555-1212

e Spoken: “TELEPHONE FIGURES plus eight eight one six <pause> four
zero eight<pause> five five five <pause> one two one two

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Intro Proword: GPS Coordinates

 |dentifies a set of GPS coordinates to follow

* Used when a set of numbers contain one or more of the
coordinate “marker” symbols:
* ° (degrees), ‘ (minutes), “ (seconds)
* N (north), S (south), E (east), W (west)

* Voice the “marker” symbols where they appear
* But don’t add them, if not already part of written message.

* Include the word “AND” between the latitude and longitude parts.

* Send as a single “unit”, even if written across multiple “slots”
* You may need to make adjustments to fit the “5 words at a time” rule

* If the numbers look like coordinates, but don’t contain any
“marker” symbols, just send them as FIGURES.

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved. 21



Intro Proword: GPS Coordinates (cont.)

* Examples:
* Written: 41° 24.20°, 2° 10.44'

e Spoken: “GEE-PEE-ESS COORDINATES four one DEGREES <pause> two
four decimal two zero MINUTES <pause> AND <pause> two DEGREES
<pause> one zero decimal four four MINUTES”

* Written: 41°24’12.2"N 2°10°26.5"E

» Spoken: “GEE-PEE-ESS COORDINATES four one DEGREES <pause> two
four MINUTES <pause> one two decimal two SECONDS NORTH
<pause> AND <pause> two DEGREES <pause> one zero MINUTES
<pause> two six decimal five SECONDS EAST”

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Intro Proword: GPS Coordinates (cont.)

* Examples:
* Written: 32.30 N, 122.61 W

» Spoken: “GEE-PEE-ESS COORDINATES three two decimal three zero
NORTH <pause> AND <pause> one two two decimal six one WEST”

* Written: 32.30°, -122.61°

» Spoken: “GEE-PEE-ESS COORDINATES three two decimal three zero
DEGREES <pause> AND <pause> minus one two two decimal six one
DEGREES”

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Problem Solving

How to handle the problems that will inevitably happen

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Proword Is Part of the Message

* What if a proword like “figures” is part of the message?
* Answer: Use “I spell”

* Examples:
* Written: “The latest figures are encouraging.”
* Spoken: “The latest figures | SPELL foxtrot india golf uniform romeo
echo sierra <pause> are encouraging.”

* Written: “ltemize 4 figures for each.”

* Spoken: “Itemize FIGURE four <pause> figures | SPELL foxtrot india
golf uniform romeo echo sierra <pause> for | SPELL foxtrot oscar

romeo <pause> each.”

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Long Messages

* When you run out of room on the form when receiving a
message:

* Make it abundantly clear on page 1 that there is more than one page
(“Page 1 of X”)

* Use plain paper for subsequent page(s)
 Number each subsequent page (“Page X of Y”)
 All subsequent pages MUST include message number

* Use only front of paper
* Copying and/or scanning often misses the back of pages
* Immediately staple or otherwise affix all pages together

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved. 26



Shadowing
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Shadow “First 5 Minutes” Checklist

* Inspired by Scott, K6SLB, who made
something for his personal use.

* A “checklist” to remind you what to
cover during your initial interview
with your principal.

* Who are you? Who is your principal?
* What you CAN and CAN’T do.

* Specific instructions from your
principal.
* Reconnect plan.

* Handy “tear off” tab for your contact
information.

 Available on the “Shadowing — Type
[1I” course description page

Shadow “First 5 Minutes” Checklist

4. In addition to using my personal ham I can use principal/ 1t supplied
a. Mobile Phone Commercial Radio FRS/GMRS Other:

5. Roles and R bilities of principal:

6. s there any specific message traffic, or particular events, that you would like to be kept informe

d

about?

7. Reconnect plan if sep d

8. Principal’s mobile phone number:

Name:

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Repeater Delays when Linked

* Normally, the repeaters used for Resource Net are not linked

* When linked there is a delay -- you need to allow for it

* Max delay when sending from W6ASH to N6NAC (or reverse)

~ 7

WG6ASH

|

>

Remote

North

~ 7

AA6BT

|

>

Remote

Primary

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.

i
»

~ 7
el BN

N6NAC

South

30



W6ASH Coverage (Resource Net N
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Resource Net Primary)

(

AAGBBT Coverage

32
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N6NAC Coverage (Resource Net South)
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Linked Repeater Delay Examples

Resource Net level 1

NENAC
AA6BT

W6ASH

Copyright (C) 2017 Santa Clara County ARES/RACES. All rights reserved.
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Linked Repeater Delay Examples
Resource Net level 3

AAGBT

NENAC

NC calls K6PIG, K6PIG acknowledges
NC puts K6PIG back in assignment que, K6PIG acknowledges

NC calls K6GA, K6GA acknowledges

NC to K6GA with assignment, K6GA acknowledges
NC gives K6GA details of assignment, K6GA copies
NC gives travel directions

Copyright (C) 2017 Santa Clara County ARES/RACES. All rights reserved.
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Outpost & PacFORMS

2017 Review, Updates
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User Configurable Folders

* Five more folders for
managing the workflow

e Customize the labels

* Supports message drag
and drop

Find it...
Tools > General Settings

;] QOutpost Packet Message Manager

File Edit Setup Tools Forms Actions Help

;= General Setup

MNew Open | Archive  Delete Print |
In Tray U | Type |From |To
B cx2sa@... equake
Out Tray B cx2sa@... equake
xsceoc... NEMEF
Sent M xsceoc@... NEMEF
M ¥sceoc@... NEMEF
. pkttue@... némef@
Archive pkttue@... némef@
B
Draft Msgs B sa@... ec
B cx2sa@... equake...
Deleted B cx2sa@... equake...
B cx2sa@... equake...
B cx2sa@c... equake...
Printed Msgs B cx2sa@c... equake...
B cx2sa@c... egquaks

Folder 2

Folder 3

Folder 4

Folder 5

Program Startup

Startup ‘ Addressing] F"roﬁles| Miscellaneous

7 ]

v Show Station ID form on startup
[¢ PCTime Check: At startup. show the PC Time

Custom Folder Labels
ga—

Folder 1 ‘Prin’red Msgs

Folder 2: ‘Folder o

Folder 3 ‘Folcjer 3

Fodler 4 ‘Folder 4

Folder & ‘FolderE

ok |

16 Items, 34 Total  WEMEF — XSC_WEXSC-1 — MEF Telnet WEXSC

© Copyright 2017 Santa Clara County ARES®/RACES. All rights reserved.
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Profile Locking

* Controls whether configuration changes are saved to the
active profile when switching profiles or existing Outpost

* “Always” is the original "+ GeneraSetings
O u t post b e h aV| or Startup| Addressing F'roﬁles] Miscellaneous |
Global Settings
d “ P rO m pt o aVO I d S Save Profile Changes when switching profiles or exiting Outpost
unintentional changes  Prome o o sharges)

™ Never [best for shared stations with presets)

e SCCo default
e “Never” is best for EOCs

Find it here...
Tools > General Settings, 3" tab

OK Apply

Cancel

© Copyright 2017 Santa Clara County ARES®/RACES. All rights reserved.
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Message Retrieving Changes

* Moves the Retrieving Tab from the Send/Receive Set

up to the BBS setup

* Now, each BBS can have its
own set of Retrieve Settings

e Custom Bulletin Retrieval

* Takes JNOS commands

specific to message retrieval,
like...

A ALLWW
L> EQUAKE
L> SWPC
L> TECH

* Requires a good understanding
of BBS Message commands

Find it here...
Setup > BBS, retrieving tab

/= BBS setup for XSC_W1XSC-1
Name] Prompts] Commands] Init Commands Retrieving‘ Path]

Retrieve these Messages

v Retrieve Private Messages:

[ Retrieve NTS Messages

[v Retrieve Bulleting
" Al new Bulletins

" Selected Bulleting
Enter as a list of filter

iterns (ie QST. KEPS,

ARES).

(® Custom Retrieval

[ Skip NTS Messages that | send

[ Skip Bulleting that | send

r Keep messages on BES, do not
delete after retrieving

A XSCPERM
Enteras alistof JNOS |LA

BBS Area and List A XSCEVENT
commands LA

oK

Cancel

© Copyright 2017 Santa Clara County ARES®/RACES. All rights reserved.
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Add-on API

* The Outpost/PacFORMS integration has been very useful

* But much of the interaction is hard-coded in Outpost

* New API provides standard way to connect apps to Outpost
* Enables more automation and integration with workflow

* PacFORMS will eventually migrate to API as well

PacFORMS 155 oS
Pack-It-Forms e o o

Outpost Add-On API

PacFORMS '
Outpost

© Copyright 2017 Santa Clara County ARES®/RACES. All rights reserved.
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Configurable Send/Receive Button

* Button can be set to: Send/Receive, Send Only, Receive Only

* Perfect for EOCs with one machine sending, one receiving

e Saved in profile; override with Action menu

Tools > Send/Receive Settings

[+ Send/Receive Settings
Automation} Receiving} F'rinting} Notiﬂcationsl Other}

Autornation

@ Manual_Initiate each sendireceive session manually

(" Schedule a sendirsceive every |10 minutes [1-899)

(" Schedule a sendfreceive at """ minutes past the hour (-6

Enter 1 or mor
minutes separ
(i.e. B, 45, 53],

[ Send amessage immediately when it is
Send/Receive Button Setu

@ Send/Receive NOTE: This
ecelve button locate
" Send Only

Qutpost main form.

" Receive Only

1w Outpost Packet Message Manager

File Edit Setup Tools Forms Actions Help

Archive  Delete Print

Send/Receive | Profile:

¥ Outpost Packet Message Manager

File Edit Setup Tools Forms Actions Help

Send/Receive

New Open New Open ‘ Archive
e Send Only
Receive Only %
In Trav | Ty [Tvoe N

post Packet Message Manager

File Edit Setup Tools Forms Actions Help

New Open ‘ Archive  Delete

Print L Send Only | Profile:

—

.i» Outpost Packet Message Manager

OK

File —reffembaiun _Tools Forms Actions Help
New Open Archive  Delete Pt

N i Profile:
b Receive Only :

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Configurable Message Number Separator

* Turn off “: “ separator after message number in subject

* No need to back up/delete “: “ before typing SCCo standard
subject line separator “_”

Tools > Message Settings

113 Message Settings X . X MEF-336P - Packet Message i MEF-336P_O/R_v130 Features - Packet Message

File Edit Actions Window Help

New Msgs MsgNumberlngl Replies!Fwds} Receipts | Deleting ] Adv} File Edit Actions Window Help
Outhaund Message Identification Send Print Save Delete Close Send Print  Save Delete Close
[v Add message number to the Subject Line for outbound messages Private Message Private Message
" without hyphenation... " MEF336P..." ] .
® with hyphenation.. "MEF-33BF " Bbs: |W1XSC-1 Bbs: |W1XSC-1
" with DateTime Format... " MEF170621074838P..." From: [NEMEF From: [N6MEF
[¥ Add message nurnber suffix To._. ‘XNDEOC@W2XSC To.__. ‘XNDEOC@WZXSd
[~ _Add message number separator Subject: MEF-335P| Subject: IMEF-336P_O/R_v130 Features
>4

Inbound Message | ion (Local 10) = — [ )
[v Assign alocal message number to inbo gs (local use only) / \/

standard format .. "MEF-33&P"

Edit Subject Line
Identifier values

Cancel
£ el

OK
45
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Longer Subject Lines for PacFORMS

* Previous version of PacFORMS limited the Subject line sent
to Outpost to 50 char

* PacFORMS now sends all characters to Outpost

* Different BBSs can handle different length subjects
* JNOS =120 char; Other BBSs (FBB, BPQ) = 60 characters
PacFORMS

10.) SUBJECT: INow is the time for all good people }to come to the aid of their country!

Outpost lAII characters

Subject: |MEF-493P_O/R_ICSZ13_NOW is the time for all good people to come to the aid of their country!

120 characters / \60 characters

(what we use) | JNOS BBS Other BBSs

Copyright ZUT7 Santa Clara County ARES/RACES. AITTights reserved.
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Station ID Changes

Creates a single location for managing information about
station identifications.

71 Station ID is KN6PE as CUPEOC

1. Changes tO hOW users and Identiﬂcation‘BBS Logins | Signatures
tactical calls are defined

Current Profile: |0utpost

and selected. Loga
. . User Call Sign: | KN6PE A d
2. Consolidates the Signature | e
User Name: ‘Jim Oberhofer
. _ Delete
fields and controls Message ID Prefi [6PE (3 Craractes )
Tactical
¥ Use Tactical Call for all BES interaction
. . Tactical Call Sign: |cupeoc | New
F|nd |t her.e . g Additional 1D Text: ‘Cuper‘tino CA EOC Delet
Setup > Statlon ID’ 15 and 3r tab Message D Prefix: ’W (3 Characters max) e
¥ Show this form on startup OK Apply Cancel

© Copyright 2017 Santa Clara County ARES®/RACES. All rights reserved.



New BBS Telnet Logon

Moves telnet logons from the TNC setup to be clearly
associated with the user ID. ——+— -

Identification BBS Logins | Signatures

Manage password access to specific BESs
.. ) \ |
* This will be useful with the e o Kere New | change | Delete |
. Log on as... BB.S. Friendly Name
\ Optlons y ™1 Station ID is KN6PE %

Identification BBS Logins | Signatures

o Ad d S S u p p O rt fo r Wi n I i n k Manage password access to specific BBSs

Secure Login B35 lognsfor. KNGPE ew | oelets |
Logonas... | BBS Friendly Name /
. ] KNGPE Winlink
F in d it h ere KNGPE XSC_WIXSC-1

Setup > Station ID, 2"d tab

v 9 BES Name: [XSC_W1XSC-1

User Logon |KN6F’E

UserfConnect Password: | ******** ‘ i

winlink Account Password: |

© Copyright 2017 Santa Clara County ARES®/RACES. All rights reserved.



Updated EOC-213RR Resource Request

OES updated again, June 2017
New format

New required fields rules
Only first page is sent

Second page is added by EOC
personnel when received

County of Santa Clara Emergency Operations Center
RESOURCE REQUEST FORM (EOC FORM 213RR)
Varsion PR-4.3-2.7 for Amateur Radio Packst Transmission, 08/14/17 - PacRELEASE 4.3
(For the manuat saving of the ASCH cutput. this fofm s best used with Micrasoft intemet Explarer)
Mams in RED atcs and marked with * are Required

A.) When Recelvi B.) Mes
':m:m Mag. g Mumber MEF-435

[ uniock g nos AJ8C )

€.) When Sending, |
Recaiver's Msg. No. |

D.) Situation Severity (Select One)
EMERGENCY (.9, Lite Threat]
URGENT (2.5, Property Thesat)
OTHER (A1l Others]

E.) Msg. Handling Order (Select One)
IMMEDIATE (As Soon as Possible)

[F.) Message Requests You to:

REPLY (Check ona)
Yes, by No

PRIORITY (Less Than One Hour]

1. Incident Name

5.Requasted By (Nams, agency, posson, omad phos) How 10 uss the EGG Form Z13RR
Purpose:  The ECC 213RR is used 1o request non-mutuial ald supples, services, personnel,
teams, equipment. utilities, fued, Tacilities. of any ciher resource of iIncident
management actvity required from the Operational Area (OA.)
When to use: The Foerm 213RR may be used any % any O
Is not activated the Duty Officer will serve 10 coordinate the request,
Prapared by: Any EOC pesition of agency requesting reseurces from the OA EOC
Approved by: Secticn Chiet of the requesting EOC or Supervising Official at Requesting Agency
Routed to:  Planning Section Resource Status Unit->Logistics Section -> Finance/Agmin Section
> EOC Director -> Planning -> Intefigence Section
Flled with:  Planning Section Documentation Linit
User Motes:  The Form 213RR is a two-sided form. Side one is completed by the requesion Side
two is completed by the OA EOC.
Pleate check that both sides are available,

. If the OA EOC

5. Prepared by (ams, posion smed phon)

7. Approved by (Name. poston emad phone)

Requesting Agency | EOC Section
REQUESTED SOURCE DETAILS

8. Gty/unit 9. Resource Description (KindType # appécable) 10. Arrival (dateteme) | 11. Priacity | 12.EstdCost

How
High (28 hrs.}
Mhectium (5-12 hes |

Low (12+hes.}

13, Dulivery 1o (nsme, agoncy, posfon amad_ phon) 14. Location jaddmess or Latlong _ sto fypa)

T T s

e, SourTe, webade)

[ [17. Special instructions.

|18, ‘ in#n
| Equipmant Operator Loaging
roet sstpe] [lpower
(] water [] Other fout dotats in #17)
[OReva ®sem [ Ovoice ® ookt [Calfwnes—— Name prichas vox [ submited i 17017 [reon |

Papar Form: Last Revised 6117 EOC Form 213RR  Page 1 of 2 (pg. 2 o EOC)

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.




Preview:
Work Underway ...

* New OA Municipal Status form
* Replaces City Scan

* Updated RACES Mutual Aid
Resource Request, Fulfillment

* MS Edge browser support

* Firefox is still recommended

* Several other user interface
and workflow improvements ...

County of Santa Clara Emergency Operations Center

SCC OA MUNICIPAL STATUS
JavaScript Version PR-4.3-1.4 for Radio Packet 09/04/17 - PAcRELEASE 4.3
(For the manual saving of the ASCII output, this form is best used with Microsoft Intemet Explorer)

ttems in RED ltalics are Required
A.) When , B) g €.) When Sending, —
Sender's Mag. N;. | Number | Recelver's Msg. No.

[ uniock msg. nos. ) &€

D.) Situation Severity (Select One) |E.) Msg. Handling Order (Select One) (F.) Message Requests You to:
'/ EMERGENCY (e.g., Life Threat) | '’ IMMEDIATE (As Soon as Possible) REPLY (Check onel
! URGENT (e.q., Property Threat) PRIORITY [Less Than One Hour) Vv :’! "— o
- - o
| OTHER (All Others) ) ROUTINE (More Than One Hour) s
Incictent Name: |
Municipality Name / Uy P f:| SELECT the icipality -

Contact Information

ESC Phone: (eea)een-soee EOC Fax: |(eea)ees-sees

Primary EM Contact Name: | Primary EM Contact Phone: |(eea)eea-aeee
Secondary EM Contact Name: | Secondary EM Contact Phone: |(280)ao8-2008

Government Office Status

Office Status: [unknown =

Expected to Open Date: (MMDDYY) [ Expected to Open Time: (HHMM) |
Expected to Close Date: (MMDDNYY) [ Expected to Close Time: (HHMM) |

EOC Status

EOQC Open: unknown - Activation Level: [rerm—
. (Required If EOC iz Open)

Expected to Open Date: (MMDD/YY) Expected to Open Time: (HH:MM)

Expected to Close Date: (MM/DDMYY) Expected to Close Time: (HH:MM)

Proclamations
State of Emergency ’m

Send a copy of your Proclamation to the county EOC (fax, e-mail, ...)
Indicate how sent (method/to): |

Page1of2
Current Situation — Note: if "Problem” or *Failure” is selected under Status, & Comment is required
Type Status Comments

Communications Unknown

Debris Unknown =

Flooding rt;;mﬁvn o
Hazmat Unknown -

Emergency Services Unknown =

Casualties Unknown

| utitities (Gas) unknown

Utilities {Electric) Unknown -

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Network
2017 Review, Updates

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Reminder (2014): Migration Strategy

BBS Network BBS Network

AMPRnNet AMPRnet

Internet E-mail Internet E-mail

High Speed Backbone

High Speed Backbone 1. Redundancy> Redundant

Copyright 2015 Santa Clara County ARES/RACES. All rights reserved. 52



Reminder (2016): New Home for W3XSC

* The City of Mountain View has been a great host
* Provided initial radios, antennas, space, power, etc.
* But the site is too low for microwave line of sight

* New Home: Channing House, Palo Alto
» 200 feet ASL (vs. 125’ in Mountain View)
* Clear line of sight to W1XSC, W4XSC (vs. none)
* Multiple mounts for microwave dish/sector antennas (vs. none)
* Generator, earthquake dampeners
* Other backup site uses

* Schedule

* Construction: current
* Move target: H1-2017

A ¢ o
»* N = - 3
B, = &b =
Channing House: Looking SW toward San Jose
© Copyright 2016 Santa Clara County ARES®/RACES. All rights reserved. 53



New Home for W3XSC

* Done

* Next

Design approvals
Power

Conduits

Roofing

Cable tray

Innerducts

Grounding

Mounting posts/braces
Backbone antennas
VHF/UHF antenna

Cabinet (radios, network,
servers)

Access antennas, cabling,
network gear for
connecting surrounding
sites

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Other Backbone Work

— County Comms [

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.




2017 High-speed Redundant Backbone Status

WHD CPK
W1XSC BBS W2XSC BBS W3XSC BBS

cooe

W4XSC BBS

I \WiFi I l : == a\\ifi ==
WiFi

CAR

SCCo Alt EOC

WYG
SCCo EOC

LY

|—T1;"uwa\.reJ

a
iF S S

\l.iiF:

38.4k/uwave

Fiber/VLAN

Legend:

=== 100+ Mbps

== 10+ Mbps

— 1+ Mbps
10+ kbps

Key: WHD = 70 W Hedding; CPK = Crystal Peak; CHH = Channing House (Pajo Alto); FPK = Frazier Peak; CAR = Carol Drive; WYG = 55 W Younger

CHH-FPK waiting on tower installation at FPK

When completed, no single site or link outage can interrupt the network

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Reminder (2014): Migration Strategy

BBS Network

BBS Network

AMPRnNet AMPRnet

Internet E-mail

Internet E-mail

2. 56+ kbps Radios>
56+ kbps

High Speed Backbone 1. Redundancy> Redundant

High Speed Backbone

Copyright 2015 Santa Clara County ARES/RACES. All rights reserved.
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TCP/IP
€< ___

56+ kbps UHF Radio Update

70 cm
Antenna

* No show: previously anticipated amateur data radio

* Found: commercial radio with more capabilities
* TCP/IP Ethernet/radio bridge/router
e Channel BWs to 50 kHz; data rates up to 128 kbps (100x)* Coax
e Compression, RTS/CTS, advanced diagnostics, ...
* Thousands deployed: commercial, government Outdoors

* Can operate in amateur radio 70 cm band Indoors
* Turn off encryption, turn on CW ID

* Status
» Reviewed application/specs with manufacturer; looks good!
* Next: testing (bench, field), bids/negotiation, contract(s), ...

* Likely H1-2018 deployment
* Need to complete redundant backbone first

Radio

Ethernet

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved. 58



Mbps Access Update

* High speed (Mbps) access available
* Requires line of site to hub site

* Construction already started
* Mounting points
* Antennas
* Cabling
* Firewalls

* First subscribers anticipated in early
2018

BBS Network

AMPRnet

Internet E-mail

70cm Access WiFi Access
56+ kbps N Mbps

Redundant

High Speed Backbone

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Packet Networking Summary

* Outpost & PacFORMS
* A dozen or so improvements to efficiency, effectiveness of EmComm
workflow

* Network Infrastructure

* Reliability:
* Major enhancements to redundancy of high-speed backbone
* No service outages for seven years!

* Accessibility:
* Continued county-wide connectivity to at least two backbone sites (VHF)
* Soon: 56k+ bps packet access via telnet for most of the county
* New: Mbps packet access via telnet in many key locations now

* What’s Next?
* Can we do more than packet with the new high speed connections?

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved. 60



SCCo ARES/RACES
Data Network
The Next Phase

Santa Clara County ARES®/RACES
Michael E Fox, N6MEF
Revised: 05-Dec-2017

ARES and Amateur Radio Emergency Service are registered service marks of the American Radio Relay League Incorporated and are used by permission.

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Overview

e The Santa Clara County RACES data network provides emergency
communications responders with a reliable, efficient and effective digital
network environment that meets the needs of our served agencies.

* Emergency communications responders: usually amateur radio operators,
but could also include CERT personnel and others

* Primary need: message traffic
 Reliability: No service outage in over 7 years!

* Until recently, the network provided one service: packet
» Accessed using VHF amateur radio for maximum county-wide coverage

IH

* Provides plain text “e-mail” messages plus bulletins, HTML versions of county
EOC and hospital forms, 2-way Internet e-mail gateway

 Recent enhancements to the network allow more services
* The result is poised to be a major step forward in amateur radio EmComm



Service Offering Overview

Managing and moving information during emergencies

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Service Strategy

* Initial services have been focused on message, status traffic
* It’s the bulk of EOC communications needs
* Even at packet speeds, it’s ~15 time faster than voice!
* And it’s about to get even faster, with even better message services!

* Future services depend on needs of served agencies and/or
amateur radio operator responders
* Potential next step: intranet, image and file transfer/sharing
e Other services as the need arises

* Cities can use the network to develop their own services

* Example: city-wide damage assessment forms with roll-up display in
EOC



Packet BBS Service

* E-mail-like service with automated

workflow and documentation

 Capabilities:
* Simple, e-mail-like client
* Plain text e-mail-like messages
* Optimized HTML EOC forms
e Multi-user notices/bulletins
* Message numbering & tracking
* Automatic acknowledgement
* |CS-309 Comm Log generation

* Internet e-mail gateway
* But Internet is not required

* Optimized for low bandwidth
* VHF/UHF radio access

* Availability:
* RF throughout county

 Also useful at higher speeds
* TCP/IP access

Now

File Edit Setup Tools

In Tray
Out Tray

Sent Msgs

Archive

Cpen

Archive

4 Dutpost Packet Message Manager

Forms Actions Help

Dalate

Print

SendRecaive | Proe: [Gutpost =

[B8s [LocalD
NEMEF-3
WEXSC-1
WBKSC-1

e WEXSCA1

- WEXSC-1

WEXSC-1

WeXSC-1

AEYES )

MEF-231P

MEF-233P

MEE S3eD

| Subject
DELIVERED: MEF-154F_O/R_CityScan_Santa Clara Emergency...
XSC-1547P_O/R_EOCZ13RR_fdsa

DELIVERED: MEF-211P_O/R_EOC213RR_fdafda

DELIVERED: MEF-210P_O/R_EOC21IRR_fdsalda
DELIVERED: MEF-232P_O/R_Chaeck-in 05/0217 - NGMEF - Mich...
TUE-1807P: _O/R_SCCo ARES/RACES Packet Check-in Report
DELIVERED: IIEFA!W '_O/R_Check-in 5/ - NEMEF - ll.lch”l

s agnTe s

Date/Time |
442017 19:17
42672017 16:52
AZBI2017 16:53
AIZBI2017 18:29
ST 19:42

SY2017 20:19

|

2 TUE- 1697

File Edt View Actions Windows

O/R_SCCo ARES/RACES Packet Check-in Report For: Tuesday, Apel 18, 2017, Total = 32 call signs

Sacia Checkin R

ABTT 18:16

pt Check-n Report... 4472017 20:57

= la Clara Emergency... 41172017 19:40

[ 41 N i e . [ Womamee  Jochiog | Dioin 1 S, 0 0] AJAL creckin ReportFo.. 4/11/2017 20:29
Pavate Mesioge AMT0T 10:27
[ e i 4132017 22:50

o s Rece: 42220170549 Sent 41820172039 152017 01:45
oY — Local Msg ID: MEF-204P 41672017 03:05
To  aiog@wiis: M ——— KESTRAGWAXSC: KESOM@WIXSC: KG6SBY GWIXSC: WEESLGWIXSS:  * 4182017 19:42
Sutiect  TUE-1697P: _O/R_SCCo ARES/RACES Packet Check-in Report For: Tussday, Apri 18, 2017, Total = 32 call signs /33 check-ns mm:: 3::::
CCo ARES/FACES Packe k R t F weaday, Apzil 18, 2 ~ BT 1197
la Clara Emergency... 4182017 18:16

Chack+n Report Fo... 4182017 2039

AD0R04T pEna

County of Santa Clara Emergency Operati

cy
E REQUEST FORM (EOC FORM 213RR)
oamnT

ons Center

RESOURCH
PRANA ; a1
(For the manual saving of S ASCI output, this form 15 best uted with Mcrosof Internet Expiorer]
e e o parked wth * are Rng
[ e~ e C.} When Sendis n
e 2570 i i |
COMMUNICATIONS LOG | A<+ [ Batermima Prapacea B T R T T
XSC-98-00 | D557 07:26 oakier ! -
Operational Period: hll Name: — REPLY [Chack one|
04/06/17 00:00 to 0515117 23:50 | Demo i e
Radio Oparater Name [ staen 10 i 5, Tracking Wember
Michael E Fox NEMEF N Couty
0G 17 statn
. E i l
Time | prom | To | Msgio | Localio | subject fre 2o £0 Fam 21258
04106 16:04 | PKTTUEGW2X... | NGMEFGNSME [DELIVERED: MEF-184P O R_CiySean_Sarta Gty b e e e
| | Clara Emergency Declarsd: o County EOC Logabes Sechon
04106 18:04 | PKTTUE@W2X.. |WSRJDEW2XS | MEF-158P 'Euh:d!mnﬁp o Px{amzm&ct&s Packet 21320 may ta ned amyime dung sy cpastonsi Perca
| 4 uesda omton or mgercy teepambng rearmeren o e £0C Lognaics Secion
. 2017, Totl = 52 call igns il Rty 7o e G P
04108 15:04 | NSMEF@NEME . | XSCPERM | MEF-157F | test for expire T e AU MR
04106 18:04 | NEMEF PKTTUE@W2X e A e e s g pagws. Phnse choch o T o poges e ot
[ ym ;‘;&m ‘UI; rmal 3-.ci||  Satton of Agency
04106 18:10 | SARECC@WIX... | XSCEOCEWIX... |SAR-107P | MEF-158P | SAR-107P O/R_ICS213_Freeway Exits near ¥ infomason
| | packet field statitns Reguest Artival Ruquast
04106 18:10 | XSCEQC SARECCEWIX, DELIVERED: SAR-107P_O'R_ICS213_Freeway (DaterTime) Pricety Cost
Exits near packet field stations - pre—
04106 16:11 | PKTTUEGW2X.. | NSMEF@W2XS., DELIVERED. MEF-ZT7P QIR ICS213 Checkin T L I
| | | 10725 - NEMEF - Michaed™ Saita Clar —
04106 18:11 | PKTTUE@W2X.. |WDSBTPEW2X | MEF-156P | TUE-S534P: _O/R_SCC Es Packet — b
| Chegkein Regort For Tuesday, F———
35,2016 Totai = 26 cal signs | s i i |
04106 18:11 | NSMEF PRTTUEGW2X.. DELIVERED TUE 85347 OR_SCCo ol
HCMB( in epm Far: -
m | g | =
call signs (27 chec B
04106 18:15 | NSMEF NEMEF | MEF-181P: test 1 Lew
04106 18:15 | NSMEF@W2XS.. | NEMEF | MEF-182P | MEF-161P: test 1 _ [rera
04106 18:15 | NEMEF NEMEFEW2XS.. | DELIVERED: MEF-161F test 1 f |
04106 18:16 | NSMEF@W2XS... | NSMEFGW2XS | | DELIVERED: MEF-161F test 1 Low
04106 18:16 | XSCEOCEW4X.. | XSCPERM | MEF-183P | SCCo Packet Subject Line 140825
0406 16:16 | XSCEOC@WIX. SCPERM |MEF-184P | SCCo Packet Frequencies v140115
04108 18:16 | XSCEQC@W1X_.. | XSCPERM | MEF-185P | SCCo Packet Weekly Check-in v141224
04106 18:18 | XSCEOC@W1X... | XSCPERM | MEF-186P | SCCo Packet Tachical Calis V160306
04106 18:16 | XSCEOCEWIX... | XSCPERM | MEF-167P | SCCo XSC Tactical Calls v180801
04108 16:31 | CXISAQCKIS . | EQUAKEGWW | MEF-168P | MINAHASA, SULAWESI, INDONESIA
04108 18:31 | CX2SAZCHIS.. | EQUAKEGWW | MEF-165P | BOTSWANA
04108 18:31 | CX2SAQCKIS.. | EQUAKEGWW | MEF-170P | SOUTH SANDWICH ISLANDS REGION
04005 18:31 | CXH2SA@CHS.. |EQUAKEGWW |MEF-171P | ANDREANOF ISLANDS, ALEUTIAN IS.
04005 18:31 | CX2SA@CIDS... |EQUAKEGWW IEF-172P | NORTHEASTERN IRAN
04106 16:31 | CX2SABCX2S.. | EQUAKEGWW IEF-1T3P | VANUATU
0406 16:35 | CX2SAGCX2S... |EQUAKEGWW FoAT4P | MINAHASA, SULAWESI, INDONESIA fragescy
04106 18:35 | CX2SABCH2S.. | EQUAKEGWW | MEF-175P | BOTSWANA
04106 18:35 | CX2SAGCK2S.. | EQUAKEGWW | MEF-176P | SOUTH SANDWICH ISLANDS REGION
0406 18:38 | CXISAGCKIS.. | EQUAKEGWW | MEF-177F | ANDREANGF ISLANDS, ALEUTIAN 15,
04106 18:35 | CX2SA@CK2S.. | EQUAKEGWW | MEF-178P | NORTHEASTERN IRAN
04106 18:35 | CX2SABCH2S.. | EQUAKEGWW MEF-178P | VANUATU
04106 16:42 | CX2SAGCX2S.. | EQUAKEGWW | MEF-180F | MINAMASA, SULAWES!, INDONESIA
0408 18:42 | CXZSABCXZS... | EQUAKEGWWW | MEF-181P iaorswuu
Page 1, more... ICS 309

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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New for 2018
Plain Text Conversion Service
for Packet

Let’s Packet Users Read Encoded Messages



Reminder (2016):
E-mail to Packet: Conversion to Plain Text

e Most E-mail uses MIME (Multipurpose Internet Mail Extensions) format
* Packet BBS doesn’t understand MIME

* Most E-mail is sent as HTML; packet is plain text
* Most e-mail senders don’t know they need to set plain text mode
* Even if they do, they may not know how to do it, or they may forget

* Some service providers automatically encode; no choice!
* Example: Mobile phone text message > HTML > Base64 (ugh!)

* Investigate MIME conversion to plain text in mail gateway

(Plain text, Rich Text, Convert to Plain
HTML, Base64, ...) ol Plain Text INOS )L Text
Gateway BBS

w/

© Copyright 2016 Santa Clara County ARES®/RACES. All rights reserved.
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It Turns Out ... It’s REALLY Complicated

Partial List of Text Message Formats

Text Message Resulting E-mail

Sprint  Test Text > HTML > Base64-encoded
Verizon Test Plain text (subject and body)
Test (S)(S)(S) Quoted-printable (subject and body)
Test (S)(S)(S)(S) Base64-encoded (subject and body)

Blah blah blah ... blah Test (S)(S)(S)(S) Blank (subject and body); file attachment

(S) = Smiley face emoji

 Each client/app is different; any of the above could change at any time

* So, we must handle just about every possible combination

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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What Should We Do With These Messages?

* We could pass them through “as is” (like we do now)
» “Test” becomes “VGVzdA==" in Base64 (unreadable)
* Increasingly, many 3" party e-mail/text messages will need translation
* Every packet operator would need local tools (no Internet) and training
* Recreate or rewrite message before passing on; VERY time consuming
* Result: no communication or greatly reduced throughput

* We could reject them
» Sender may not receive or understand a rejection notification
* Sender may understand, but not have control over the format
* Sender may have control, but not know how or may forget
* Result: deadlock; no communication

* Or, we could do something else ...

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved. 69



New
Decode / Notify Conversion Filter

* Try (very hard) to get a usable message through

* Decode to plain text where possible

* “VYGVzdA=="in Base64 becomes “Test” (readable!)
* Non-text content left encoded for possible manual decoding

* Recipient sees that “something” is there; can manually decode if needed
* Notify recipient of other necessary changes

e Attachments removed

e Redundant HTML removed

* Only reject messages that we can’t handle at all
 Currently, only MIME-type message/partial (rarely, if ever, used)

e Result: most likely, a usable message

* |If necessary, recipient can perform further decoding or ask sender for
additional clarification
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Example: HTML E-mail w/attachments to Packet

Original E-Mail

* v -
Message Help ADOBE PDF
; 2 Repl
« X O S g
Delete Archive rL_(] Reply Al -
s \_;_,I Forward <8
Delete Respond

Wed 10/11/2017 11:14 AM

Multimedia Test

To

BER_vs_PER.XLSX
19 KB

K
- 70kB

This is big red Times New Roman

*  §iFeeR FRANGE SenRIun

. §roen FRANGE Sensn
dhis is small blue gftarlow Folid Ualic
Plus attachments - what will happen?

DD_packet_structure.pd

Packet:

Old Behavior

Packet: New Behavior

Multimedia

Q Tell me whi

¥ AMPRnet

L;_,I To Manage

Quick Ste]

4'- Multimedia Test - Packet Message
File Edit View Actions Windows Help

Print  Reply Forward I

Private Message

mlns=3D"http://Wwww.w3.0rg/T]

nf:- Multimedia Test - Packet Message
File Edit View Actions Windows Help

— O X

Print  Reply

Forward | Archive Delete CIoseJ

o10] alA

htfspan.EmailStylel/

Private Message

Bbs:  NEMEF-3
Frorm: -
To: -
Subject:  Multimedia Test

Rec'd: 10/11/2017 11:13

Sent: 10/11/2017 11:13
Local Msg ID: MEF-56SP

cH R i ]
15 teyt_indent._
( @] |style=3D'font-size:
/44 Jefhappenz<o:p></o:p><
o @ class=3DMsoNormal><
777777 =_NextPart_00
ey
;:7 eq 4l |-——-- = NextPart 00
9 Content-Type: appli
d3 el officedocument.spre
eq 1 name="BER_v.
] /7 Content-Transfer-En
cd @Y J.jcontent-Disposition
[chi filename="B
Cof B
«<JUESDBBQABgGATAARAIQB
i Y I
™ @ oJed < BAIDOAAC
< AAAAARAARAARAARAADAY
P *@J <Janannnna
4 < ARARAAARARARARARARAR
ISR 1 AAAAAAAA
|AAAAAAAARARAARARAARDY
T b
iNW
|AARAAARARAAARARARAN
Pl (ch B
RZV—HHU—HH&A
¢y | |rrAnmRRARRAARRARARALY
c AAAAAAAA
2
N s{AAARRARA
cd® B4
eysy

This is big red Times New Roman

& Green Planet Benson
* Green Planet Benson

This is small blue Harlow Solid Italic

Plus attachments - what will

This message was modified

happen?

for compatibility with narrowband radio:

—Eemoved file
—Removed file
-Removed file
—Femoved file

attachment:
attachment:
attachment:
attachment:

'BER_vs_PER.XLSX'
'DD _packet structure.pdf’
'Sample Audio.mp3'
'Sample Image.jpg’

Before:
After:

VERY long and mostly unreadable message
Text portion is readable, printable; recipient can decide on rest
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Example: Text Message w/ Emojis to Packet

Original Text Message Packet: Old Behavior Packet: New Behavior

1[5 =?UTF-8?B?VGVzdCDw

— 3= .IIJ"}. Test =F0=9F=98=80=F0=9F=98=81=F0=9F=98=82=F0=9F=A4=A3=-P.. — | X
o S S |l . - .

File Edit View Actions File Edit View Actions Windows Help

Print  Reply Print  Reply Forward | Archive Delete Close O ‘ A ‘A
Frivate Message i
Sunday, December 3, 2017 E FNEIG WIERE
Bbs: NGMEF-3 Bbs: NGMEF-3 Rec'd: 12/3/2017 17:59 Sent: 12/3/2017 17:58
1750 1est @& _ _
: From: From: Local Msg ID: MEF-632P

To: To:
Subject =PUTF-87B?VQ Subject: Test =FO=9F=98=80=F0=9F=98=81=F0=9F=98=82=F0=9F=A4=A3=

VGVZzdCDwnbiABJ+YgF{Test =FO=9F=98=80=F0=9F=98=81=F0=9F=98=82=F0=9F=A4=A3=

This message was modified for compatibility with narrowband radio:
-Translated Subject from UTF-8/B to quoted-printable
-Translated message body from Baset64 to quoted-printable

Before: A completely unreadable message
After: Text portion is readable, printable; recipient can decide on rest
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And, in case you were wondering ...
Yes, you can recover the graphics!

Outpost Message

Decoder

1k Test =F0=9F=98=80=F0=9F=98=81=F0=9F=98=82=F0=9F=A4=A3= - P.. — O X

File Edit View Actions Windows Help

Print  Reply ReplytoAll Forward | Archive Delete Closel ﬁ @l A A

Private Message

Bbs: NEMEF-3 Rec'd: 12/3/2017 17:58 Sent: 12/3/2017 17:58

From

To

Local Msg ID: MEF-632P

Subject;  Test =F0=9F=98=80=F0=8F=98=81=F0=9F=98=82=F0=9F=A4=A3=

Test =F0=9F=98=80=F0=08F=98=81=F0=9F=98=82=F0=9F=A4=A3=

This message was modified forY mpatibility with narrowband radio:
quoted-printable
quoted-printable

-Translated Subject from UTF-8/
-Translated message body from Base

Encode/Decode Quoted Printable

Charset ‘ Unicode (utf-8) v‘

Decoded (readable by humans)

®@een

= Decode

[ ] one line + Encode

Encoded

=F0=9F=98=80=F0=9F=98=81=F0=9F=98=82=F0=9F=A4=A3=
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New
Status: Plain Text Conversion Service

e Basic functionality working on development server
* Need to add

* Error-handling
* Case of blank body w/ text attachment

* Lots more testing needed; move to test server

* Expect production deployment: Spring 2018
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New for 2018
Standard Internet E-mail

... ho Internet required!



New
E-mail Service

e Standard e-mail service

» Capabilities:

e Standard server software

v

& Inbox
file Edt View GO Message Eventsand Tasks Jook Help
& GetMessages ~ I write = W8 Chot & AddressBook W Tag * | Y Quick Fiter

r‘e,-‘r.’_‘..Qm

] IR T Sul
- Re
Drafts
& A
Sent
Trash -
- & " f ALF
o —
& test Michoed Fox
—_— —
= & et Michaed Fox - NGMEF
 ——
Quota Warning postmastend
vy —
. t ad Exp Notice
% inbox 10 i g
E-mad Expiry Notice
Drafts
lest 2/26 SMIF
Sent
Trash
N —
~ B Local Folders
S postmaster ® Reply = Forward
Outbox Quots Warning
Warning: Your mailbox is now 75% full.

For more information, visit:

12/11/2016 9:36 PM
121172016 937 MM
22112 AM

8 Archive @ lunk @ Delete  More

. . 0 Totat 10 [[l Today Pane A
* Standard e-mail client software
* Recommended: Thunderbird S et e ot .. X e
File Edit View Go Message Events and Tasks Tools Help
° Sta n d a rd featu reS &, Get Messages * I Write ~ WB Chat 8 AddressBook W Tag * pr =
postmasterg 4 Reply < Reply All |~ = Forward (53 Archive € Junk @ Delete More ~
. . E-mail Expiry Notice 2/21/2017 4:06 AM
* Rich text formatting, attachments
Summary of expiry activity for SCCo ARES/RACES mailbox:
* Standard e-mail protocols
The following messages are greater than 2 days old.
Please log in, download, and remove them as soon as possible.
* POP3, SMTP, TLS, SPF, DKIM, ... - |
ubject Mailbox
17-Feb-2017 Test message INBOX
* Anti-X
ntl measu reS To prevent expiry (and warnings):
-- Check your mailbox on a regular basis
-- Make sure your e-mail client is NOT set to leave messages on the server
[ J

Internet gateway
e But Internet is not required

For more information, visit:
http www.Scc-ares-races.org/email/email-s

ervice.html

End of report

[i8 Today Pane A
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E-mail and Packet Servers are Co-Located

* Multiple servers, just like with packet

* Numbered 1-5, just like with packet

* Each city has primary and secondary, just like with packet

* Failure of one doesn’t affect the others, just like with packet

E-mail Domain Location Co-located Packet BBS
emaill.scc-ares-races.org | San Jose (Santa Clara Co office bldg) | W1XSC
email2.scc-ares-races.org | Crystal Peak (South County) W2XSC
email3.scc-ares-races.org | Palo Alto W3XSC
emaild4.scc-ares-races.org | Frazier Peak (above Milpitas) WAXSC
email5.scc-ares-races.org | varies (drills, events, incidents) W5SXSC
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2017 High-speed Redundant Backbone Status

CAR

SCCo Alt EOC

ewodNiFieee

T1/uwave=

\AES
VIFI

\'A‘!i F':

WYG
SCCo EOC

38.4k/uwave

Fiber/VLAN

Key: WHD = 70 W Hedding; CPK = Crystal Peak; CHH = Channing House (Palo Alto); FPK = Frazier Peak; CAR = Carol Drive; WYG = 55 W Younger

Legend:

100+ Mbps
10+ Mbps
1+ Mbps
10+ kbps

When completed, no single site or link outage can interrupt the network

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Account Details

Maximum Message Size

Mailbox quota
 Warnings at 75% and 90%

Old message expiry and removal
 Warnings at 7 days

Copyright 2017 Santa Clara County ARES/RACES. All rights reserve
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50 MB

92 days
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Example: Mailbox Quota Warning

['5] Today Pane A

— O X
Li Inbox - =< Quota Warning - Inbox - ... X El E]
File Edit View Go Message Eventsand Tasks Tools Help
¥, Get Messages ¥ I Write ~ @8 Chat ® AddressBook | @ Tag ¥ Quick Filter  Search <Ctrl+K> P =
From postmaster@ 4 Reply = Forward Archive @ Junk @ Delete  More ~ ™
Subject Quota Warning
K-Account-Key account16
A-UIDL 1512540327.M672899P10036.
X-Mozilla-Status 0001 o
Warning: Your mailbox is over 75% full. .
For more information, visit:
http://www.scc-ares-races.org/email/email-quota.html
v
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Example: Old Mail Expiry Notice

— O X
i, Inbox - = E-mail Expiry Notice - Inb... X 7] =
File Edit View Go Message Eventsand Tasks Tools Help
X, Get Messages ~ [ Write ~ @B Chat ® Address Book P Tag ~ Quick Filter Search <Ctr{+K> R =
From postmaster@ 4 Reply < ReplyAll ¥ = Forward Archive @ Junk @ Delete More =
Subject E-mail Expiry Notice 10/10/2017 4:06 AM
To
Date Tue, 10 Oct 2017 04:06:02 -0700 (PDT)
Message ID <20171010110602.8BO0OF1F72B@ >
X-Account-Key account16
X-UIDL v
Summary of expiry activity for SCCo ARES/RACES mailbox: n
On our test server only
=== DELETED ===
The following messages were older than the maximum age of 4 days.
They have been deleted.
Date From Subject Mailbox
85-0ct-2017 Re: testing for spam INBOX
To prevent expiry (and warnings):
-- Check your mailbox on a regular basis
-- Make sure your e-mail client is NOT set to leave messages on the server
For more information, visit:
http://www.scc-ares-races.org/email/email-service.html
End of report
v
L ['5] Today Pane A
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&
E-mail »sz Packet - Summary

GUI Interface v/ GUlInterface v

Supports rich text ‘/ Plain text

Supports attachments ‘/ No attachments

Requires higher bandwidth Requires minimal bandwidth \/

Reduced RF coverage County-wide coverage \/

No workflow Rich EmComm workflow ‘/
(message numbering, delivery receipts, logging, ...)

* Packet — still best for EmComm
* Best RF coverage; best EmComm workflow

 E-mail — can help with some 3 party communications
 Complex encoding, attachments; but requires more BW; less coverage
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Accessing the E-mail Service

* E-mail needs MUCH more bandwidth than packet
* Larger packets, chattier protocols, attachments, rich text formatting

* To get more bandwidth, we have to use higher frequencies
* Higher frequencies mean less RF coverage

* Access options for our network:

* TCP/IP at n* Mbps via WiFi: from locations with line of sight to hub
* TCP/IP at 56+ Kbps via UHF: soon, from most of the county
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New
Intra/I

nternet Service
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New
Intra/Internet Service

 Standard TCP/IP connectivity

* To internal servers (as they are
developed)

* To external, Internet sites

* Capabilities
 Standard, general TCP/IP service
e Connect isolated radio room PCs
* Connect to internal servers or Internet
* Emergency backup Internet access
NOT a replacement for commercial ISP
* Considering other services
Internal DNS, VPN, etc.

Sanra Clara County OES, California
ARES®/RACES

Welcome to the Santa Clara County ES Radio g Servis Amateur Civil Emergency Services)
homepage. Add this page to your bookmarks to stay up-to-speed on amateur radio emergency service and disaster service issues
throughout Santa Clara County, California.

"ARES" and "Amateur Radio gency Service”™ are regi: service marks of the American Radio Relay League, Incorporated
and are used by permission.

SANTA CLARA COUNTY ARES/RACES EMERGENCY INFORMATION
AS OF March 15 2017 @ 1707
This is a Non-El i tion Only M

The WEASH repeater/ 145.27!] MHz, is operating at a new location and can not
be linked into the ce Net system (with AAGBT and NENAC). Event
planners who intend to uso the Resource/Travel Net should check to make sure
that any event members traveling from the north/west part of the county can
reach AAGBT. The 224.140 and 440.800 repeaters are unaffected by this change.
(KZ60 2/7/2017)

SCC ARES/RACES QUICK LINKS
Training & Events FAQ: What is ARES, RACES, ACS

Click on an event title for more detail

‘Wednesday, July 12
6:00 PM  Fundamentals of Emergency C

County Voice Frequency List
County Packet Frequency List

1

IOy, DUy ARES/RACES ORGANIZATION

7:00 PM  EC Council Meeting Reminder ARES Registration Form for your ity

Thursday, July 20 City Emergency Coordinators/Radio Officers

7:00 PM  Planning Meeting - County Wic City/Local ARES/RACES Groups & Links

Saturday, July 22 County Staff (DEC/ADECs)

9:00 AM  SVECS BREAKFAST Join the Mutual Aid Communicator's E-Mail list

Saturday, July 29

9:00 AM  RDF Search and Locate practi OPERATIONS

Saturday, July 29 Activation Info, Contact Info, Forms & Signs, Frequency Lists, Go

Kit, Mutual Aid & DSW, Nets, Programs (Hospital Net, MAC Program),

B30 AM - Sunnyvale Siste of the Clty Standards & Procedures, Monthly EC report, More

For Mare Info. & Sign-Up, click here to  DATA NETWORKING

visit Our Training & Events System Packel: Frequencies & Network Info, Presentations, Outpost &
PacFORMS, App Notes, Reference, Nels, Training, User Group,
Tech Support
Pictures from the County Wide Drill WiFi/Mesh: Presentations, Docs, Training, Resocurces, User Group
July 18, 2009 & Tech Suppert

Pictures from Advanced Packet Class
TRAINING & EVENTS
¥ you have trang Training & Events Database, ARES/RACES Courses, Drills, Nets,
T T ICS Courses, License Classes & Exams, More ...
Pl Henderson,

ared thery vl bt psted hetre

REFERENCE INFORMATION
ARRL, Band Plans, Call Signs, EmComm, Preparedness,
Repeaters, Rules & Regs, Weather, General Info

Contact the Webmaster, Phil Henderson

This page was last updated  09-Dec-2016
This page has been visited 199890 pippy
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Accessing Intranet/Internet

* General web browsing, file sharing, and other services
require even more bandwidth than E-mail

* These services are not possible at VHF/UHF; need WiFi

* Access options for our network:
* TCP/IP at n* Mbps via WiFi: from locations with line of sight to hub

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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Network Infrastructure Overview

Options for accessing the services

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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High Level Network Architecture

External Networks: Internet, Amateur Radio Nets, ...

Site 1 Site 2
Firewal s Redundant WiFi
“vial Backbone 10n* Mbps
Service
o000

WiFi _
n* Mbps _-

565,J I-KIEpS | Fixed Locations -

With Line of Sight

Alternate
Connections

Primary
Connections

VHF

1200 bps Most places in the county

Anywhere in the county

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.



Services vs. Access Methods/Speeds

Services Access Methods
l |
/ \ 14 \
i Internet b
_ Access ) TCP/IP over n* Mbps — WiFi | <{mm

4 N
Intranet
L Services )

- N
E-mail
N ) TCP/IP over 56+ kbps UHF R—
4 a
Packet
S y AX.25 over 1200 bps VHF

To use the new services, you need one of the new high-speed connections
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General Connectivity Recommendations

* The faster your connection, the more services you can use

* EOCs, hospitals should install WiFi connections, if possible
* Enables use of all services
* Line of sight to hub site is required; possible at many EOCs, hospitals

* All fixed sites should install 56+ kbps UHF connections

* Enables use of e-mail and packet services
* Available where line of site doesn’t exist
e Can act as fallback in case of WiFi failure

* All sites (fixed or otherwise) should have 1200 baud VHF

* Enables packet services; broader coverage
e Can act as fallback in case of UHF failure
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New
Updated Web Site

* New “Data” section coming
* “Packet” is one part of it

* Includes

* Service details
* Packet BBS
* E-mail
* Intra/Internet
* Access technology details
* VHF Packet
e UHF TCP/IP
* WiFi TCP/IP
* Mesh TCP/IP

* Expected: Dec 2017/Jan 2018

Santa Clara County ARES/RACES

Home Operations Packet WiFilMesh Training & Events Reference FAQ December 4, 2017

E-MAIL SERVER INFORMATION

Locations | Servers | Assignments

Santa Clara County ARES/RACES

Home Operations Data/E-mail Training & Events Reference FAQ December 4, 2017

E-mail Service Description

Overview | Functionality | Access | Domains | Accounts | Security

Overview

The Santa Clara County ARES/RACES network provides a standard Internet-style e-mail service. The service is
specifically designed to provide e-mail functionality throughout Santa Clara County even if the enfire Internet is
completely down. The service can also send and receive e-mail to/ffrom Internet e-mail addresses. Bul the service
i not in any way dependent on the Internet.

This page describes the features and functionality of the service. Two fictitious entities are used in the examples
below to aveid posting real e-mail addresses:

« Individual: Herman Munster (a 1960s TV character), amateur call sign WEXRL4
» Agency: City of Xanadu, with assigned tactical prefix of "XND"

Functionality

The Santa Clara County ARES/RACES network provides a standard, Internet-style e-mail service. The service
works just like commercial e-mail services. It can send/receive e-mail to/ffrom any e-mail address, whether that
address resides within the ARES/RACES network or outside, in the public Internet. But the service is not
dependent on any public Internet infrastructure. Therefore, if the Internet is completely down, the service will
continue to operate within Santa Clara County.

The service is available for use at any time, Bul it is specifically designed 1o survive and be available during
emergency scenanos when other systems may be down or unreachable, The service is provided by five sets of
servers located at five different places in the county. Mest locations in the county can reach at least two of the
sites via amateur radio. Therefore, even if a site suffers a catastrophic failure, users that normally connect to that
site can still get e-mail service from the other sites.

A standard e-mail client is used to create, send, receive and organize messages. Standard e-mail protocols are
used: POP3 for retrieving mail, and SMTP for sending mail. The d client is T| i

Access

The e-mail service can be accessed from a variety of wireless and wireline options. The most ubiquitous access
method is via 56+ Kbps radio on the 70 cm (440 MHz) UHF amateur radio band. Most places in the county can
reach at least two of the backbone locations on UHF. This provides protection against single points of failure in a
disaster, Stations can be easily set up just about anywhere, using antennas as simple as a roll-up j-pole.

Fixed locations that have a WiFi connection to one of the county network sites will have higher speed access;
typically 10 Mbps or more. But reliance on a single WIFI connection is a single point of fallure. Such sites should
have at least two WiFi connections or else a WiFi connection and a UHF radio connection.

The service is also available via the commercial Internet. But the whole point of the service is to provide intra-
county communications without the need for the Internet. So, testing and practice via an Internet connection is
possible. But, reliance on an Internet connection to access the service in an emergency is obviously not
recommended

Domains

Santa Clara County ARES/RACES op five P it e-mail each of which is located in a
different part of the county and co-located with one of the packet BBS systems, The five different locations
improve survivability in the event of a major catastrophe. Each domain can operate independently and all domains
have identical functionality. Think of it as having accounts with different e-mail service providers so that a problem
at one provider doesn't impact the service at another provider.

p-located with

fone for sending
BEMTP server for

connect to the

our EC/ICRO if
tactical call signs

5.0

5.0
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Getting Involved Is Easy

And there’s lots to do!



Your City/Agency Needs Your Help

* We have impressive capabilities to offer our served agencies
* But they don’t know about them!

* Your agencies depend on you to help them understand
* The services you/we can provide to them

* What you need in order to provide those services to them
* Equipment, space, procedures, etc.

* Opportunity for a team effort in each city
» Use existing expertise and/or gain new expertise in several areas
* RF: radios, antennas, propagation
* Networking: TCP/IP, LANs, E-mail, PC software
* Operations: procedures, documentation, installation, training, support
* Room for everyone that’s interested to participate
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Help Also Needed at the County Level

* Help build, maintain the county network and services
* [t’s challenging. But it’s fun!
* Do you want to be a part of making it happen?

* We could use:
* BBS sysops, Linux sysadmins
* RF and network engineers
» Software engineers (shell, Perl, PHP, SQL, ...)
* Installers (electrical, mechanical, tower, ...)
 Testers (services, access methods)

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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How To Get Connected To
The New Services

A recommended approach




How To Get Connected to New Services

* Form a data networking team within your ARES/RACES group
* Include whoever wants to participate (some lead, some learn)
* Variety of expertise needed: some technical, some operational
* Recruit expertise where needed (your city, other cities, county team)

* Form a plan for using the new services within your group
* Learn more details about the services, network infrastructure
* How can these services be used within your ARES/RACES group?
* How can these services benefit your served agencies?

* Investigate options for high-speed connections

* WiFi: Clear line of sight to a hub site
* UHF: Line of site not required; but best antenna location is needed
* Collect details: Lat/Lon, height above ground, etc.
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Evaluate WiFi Line of Sight to Hub Location

e Absolute minimum = clear 60% of 1t Fresnel Zone
* Remember: trees grow; buildings get built, rooftops are modified

* Consider antenna mounting options
* Aclear line of site may require installation on a pole or tower; consider wind load
» Highly directional antennas must be within (climbing) reach for alignment
* Longer distances require larger antennas; consider installation, maintenance, wind

1t Fresnel Zone
\ 60% of 1%t Fresnel Zone
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How To Get Connected to New Services (2)

* Submit site info form (available 1/2018)

* County team verifies line of sight, coverage, signal levels, ...

« Recommends radio, antenna, cabling, etc.

* Prepare a presentation of your plan for your city/agency
* Benefits to city/agency of using new services
* Requirements: equipment, space, access, ...

* Present the plan to your city/agency; get buy-in
* Funding may take time (government budgets, procedures, ...)

* Keep county team informed of installation plans
* It helps us to schedule hub site work so we’ll be ready
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How To Get Connected to New Services (3)

e Coordinate installation with county team
* Antenna alignment, signal level checks, routing/firewall updates, ...

* Train users and encourage usage
* Local procedures, county procedures, troubleshooting, maintenance
* Weekly check-ins, drills, pubic service events

Copyright 2017 Santa Clara County ARES/RACES. All rights reserved.
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District Emergency
Coordinator
2017 Year End Report

STYO\  Santa Clara County ARES®/RACES/ACS
: Logan Zintsmaster, KZ60
Revised: 05-Dec-2017

ARES and Amateur Radio Emergency Service are registered service marks of the American Radio Relay League Incorporated and are used by permission.
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Key Activities

* Multiple Presentations
 Santa Clara County Emergency Operational Area Council
* City of Palo Alto, Stanford University, Stanford Medical

* New Emergency Coordinators
* Jack Pines — Palo Alto
* Bert Bailey — Loma Prieta
* Don McKee — San Jose

* Ranked in the top ten nationally for 2016 SET Drill

* High Power Performance Award Created for Annual Drill



Weekly Net Check-ins

* SPECS Net Weekly Average
* 109 Voice
e 22 Packet

* SVECS Net Weekly Average
* 191 Voice
* 30 Packet

* Total Weekly Average
* 300 Voice
* 52 Packet

Copyright 2017 Santa Clara County ARES/RACES. All rights reserve
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Activity Reported to the ARRL

* Average Number of Members
* 542 Average since Jan 2017
* 557 reported in October

* Average Number of Operations
* Drills, Training, Public Service, Emergency
» 75 operations per month

* Average Number of Participation Hours
* 1092 hours per month
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Training Summary

e Taught 11 classes
* 399 attendees

* Training exercise in the field
e 22 attendees

* Taught 3 sessions (2 classes) of Introduction To and

Fundamentals of Emergency Communications for newly
licensed operators

e 98 attendees

* 143 Unique Sign-ups
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2017 Activations

NUMBER

Date

XSC-17-01

XSC-17-02-T
XSC-17-03-T
XSC-17-04-T
XSC-17-05-T
XSC-17-06-T
XSC-17-07-T
XSC-17-08-T
XSC-17-09-T
XSC-17-10-T
XSC-17-11-T
XSC-17-12-T
XSC-17-13-T

1/1-12/31/17

2/18/17
3/11/17
5/20/17
7/9/17
7/4/17

7/8/11,7/9/17

8/19/17
9/16/17
9/17/17
9/14/17
10/14/17
11/26/17

Event

SCCo ARES/RACES Data Network Maintenance
County City Communications Drill - County EOC only
Red Cross Shelter Support Training- Cancelled
County City Communications Drill - County EOC only
Search and Locate SCC Mini-Drill

Cupertino July 4th Mutual Aid

Los Altos Art and Wine Festival

County City Communications Drill - County EOC only
Santa Clara Art and Wine - Day 1

Santa Clara Art and Wine - Day 2

County EOC Activation

County Simulated Emergency Test

2017 Los Alfto Festival of Lights

e Supported Statewide Hospital Drill



2017 Simulated Emergency Test Drill
High Power Performance Award
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High Power
Performance Award

Santa Clara County ARES®/RACES
Barton Smith, N6HDN
Revised: 05-Dec-2017

ARES and Amateur Radio Emergency Service are registered service marks of the American Radio Relay League Incorporated and are used by permission.

Copyright (C) 2017 Santa Clara County ARES/RACES. All rights reserved. 107



End

See you at a training class next year!
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