Message Passing - Tabletop

USE AND DISTRIBUTION NOTICE

¢ Santa Clara County RACES authorization is granted to use and
duplicate this material as-is as long as this page and the
copyright notices on each page are included, acknowledging
Santa Clara County ARES/RACES as the holder of the
copyright.

* Permission is granted to adapt this presentation to your
needs as long as you acknowledge our copyright and include a
note similar to "adapted with permission from Santa Clara
County ARES/RACES”

¢ For additional information on training or any of our programs
send an email to: info@scc-ares-races.org
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Housekeeping

* Introductions FOLLOW/NG
¢ Pen/pencil & paper INSTRUCTION’
¢ Cell phones on mute FOR
* Side conversations DUMMIES
e Questions wiar was
 Breaks Py Tt e
¢ Restrooms /;vx);gffc‘;%m ’ N

OF ALL KINDS! \y

¢ Do not wander within building
¢ In case of emergency

Agenda

¢ Being a Great Message Handler/Shared Procedure
¢ Practice (prowords, message passing techniques)
e Message Types

— Operator-to-operator vs. 3" party (spoken and written)
¢ Radio Routing Information
e Common Procedures
— Announcing, Sending, Logging
e Form-specific Exercises
¢ Relaying Messages
¢ Problem Solving
¢ Exercises throughout ...

opyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Learning Objectives Fictitious Call Signs
At the end of the class, you should be able to: Examples used in this class make use of fictitious call signs:
* Properly send, receive and log 3 party written messages, e W6XRL4: Herman Munster

including messages using formats that you haven’t seen — Character in a 1960 TV show

before — We will treat it like a real FCC call sign,

even though it doesn’t have the correct format

e XNDEOC: City of Xanadu Emergency Operations Center (EOC)
— We will treat it like a real tactical call sign
XND ECO

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 4 Copyright 2024 Santa Clara County ARES/RACES. All rights reserve

What does it take to be a great

Message Handler? Shared Procedures

You need to be a great communicator, ¢ If everyone uses the same shared procedures things run

— com-mu-ni-cate: to transmit information, thought, or feeling so efficiently and accurately.
that it is satisfactorily received and understood

For 3" party messages, we don’t decide what is “satisfactory” ¢ |f people use different procedures things are slowed down, we
become less efficient, and errors occur.

We need to deliver the message precisely

= pre-cise-ly: 1.in a precise manner 2. exactly ¢ We use shared procedures that everyone utilizes every time.

How is that possible?

— Following shared, standard, procedures that EVERYONE is trained
to use!

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 6 Copyright 2024 Santa Clara County ARES/RACES. All rights reserved

Copyright 2024 Santa Clara County ARES®/RACES. All rights reserved.



Message Passing - Tabletop

Which is Correct?

RIGHT-HAND TRAFFIC

* CARS DRIVE ON RIGHT-SIDE OF ROAD
# STEERING WHEEL ON LEFT-SIDE OF CAR

LEFT-HAND TRAFFIC

* CARS DRIVE ON LEFT-SIDE OF ROAD
# STEERING WHEEL ON RIGHT-SIDE OF CAR

HOMEWORK

Print and read SCCo ARES/RACES Message Handling
Procedures (PDF) [updated 06/28/2024]

Learn the prowords and techniques. Practice until you know
them well. It's not hard but it does take time and must be done
before class.

We will not be teaching what is in that document, just reviewing
it during class.

We will have a practice session using material from this
document during class.

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Take every opportunity to practice at Drills, Public Service
Events, Weekly Nets, and the Quarterly Training Net.
Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 15

Message Handling Roles - Graphical

-
|9
E Radio
o Creates Sends Receives Consumes
) Message Message Message Message
Sending Receiving
Station Station
z
o =) =)
o Creates Sends Revs/Sends Receives Consumes
Message Message Message Message Message
>
Sending Receiving Sending Receiving
Station Station Station Station
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Operator-to-Operator Messages

¢ Sent by and to other amateur radio operators
— Message Author is the Origin Station
— Destination Station is the Message Recipient
e Examples:
— Check-In/Out, Health & Welfare, Status Updates, Damage
Assessments
M essage Types e Note: The info may be summarized and sent to a 3™ party
— Crowd counts totaled and sent to event organizer
Operator-to-Operator vs. 3 Party — Mike-Mike report summaries delivered to EOC staff.

e But radio operators define their own format and content

¢ Always use proper prowords, prioritization
¢ Log all Operator-to-Operator messages on an ICS-309

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 17 Copyright 2024 Santa Clara County ARES/RACES. All rights reserved

Message Origin
3rd Party Messages 3rd Party Written Messages | fuher Station
Message Message

¢ 3rd Party written messages always use an appropriate form

¢ 3 Party messages are handled by amateur radio operators
— General messages on ICS-213; resource requests on EOC-213RR; etc.

on behalf of our served agencies
¢ |f the message is not on the appropriate form:

¢ 3 Party Message
¥ 8 — Best: Ask the author to use the correct form

— Format is usually some type of form used by that agency , o
c includ famili o |f they don’t have one, provide it to them
~ Contentmay include unfamiliar terms — Else: Transcribe the message to the form, asking the author to clarify

— To and From is typically an ICS position and location as you go
— Handling order is how quickly they need it sent o Clarify spelling, other details
¢ Key: Radio operators must conform to 3™ party workflow — Last Resort: Staple to an appropriate form only if necessary

e Always use proper prowords, prioritization * Papers can become detached, separated

* Staples, paper clips, and odd paper sizes can cause problems when
¢ Also follow a common set of procedures scanning/copying

* Add Message Number and Form Type on top right of attached paper

The ability to handle 3" party traffic is a key difference .
between a Type IV and a Type Il Credential. e Log all 3rd Party written messages on an I1CS-309 Comm Log

20
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3rd Party Spoken Messages T T
JL JL

* For simple messages, handle as spoken
— Example: Most messages between shadows are simple, spoken messages
e “Ask Steven to call Jenny at 867-5309”
e Use your judgement
— IF message is longer or more complicated
e Such as: a complicated message that needs to be delivered exactly
OR if it needs routing information for delivery outside the radio room
e Such as: a message to be delivered to an ICS position in an EOC
OR if the message should be tracked
e Such as: the 3rd parties may need to refer to it again
— THEN write it down on the appropriate form; handle as a written message

e Log all 3rd party spoken messages on an ICS-309 Comm Log
— (Shadows can log on their ICS-214)

21

Radio Routing Information

The “Envelope” for 3" Party Messages

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Envelope Information

e “Envelope” information is needed for all 3" party comms
— Postal carriers: envelope
— Package carriers: waybill
— Fax machines: cover sheet
¢ Information needed
— Who and where it’s going to
— Who and where it came from
— How fast it should be sent

— Tracking info

e The same is true for messages sent via radio

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 23
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Message Numbers

Generally assigned by the served agency

Format is XXX-NNN

— where XXX is the agency code or assigned identifier

— where NNN is a sequential number

Examples:

— XND-123 Xanadu EOC

— SH5-904 Shelter 5

— CP2-586 Checkpoint 2

For today’s exercises use your initials and a
sequential number, i.e., ABC-100, ABC-101, ABC-102, ...

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved.
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Radio Routing Information

Example: ICS-213

e Written messages must have
routing information that a radio
operator needs to send, deliver,
and track a message

— Message Numbers
— Date, Time
— Handling Order

To/From
— Radio Operator Info

¢ Some forms contain these fields

MESSAGE FDRI\1 o
Lre e e

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved

Radio Routing Information (cont.)
Example: ICS-213RR

¢ Some forms do NOT have all
the fields we need to route a
message via radio
Example: 1CS-213RR

— Message Numbers:

— Date, Time:

Handling Order:

To/From:

— Radio Operator info: We’ll get back

ot O-this

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 26

Radio Routing Slip

¢ Use when sending or receiving a
form that does not contain radio
routing info

— A place to write the missing fields

¢ NOT a substitute for an ICS-213
Message Form

— Do NOT write a message on the Radio
Routing Slip

¢ Instructions on back

— Short version of Message Author
instructions also on front

Copyright 2024 Santa Clara County ARES/RACES. A

All rights reserved
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Connecting Form and Routing Slip

e Attach routing slip to the front of
the form being sent/received
— Staples, ...

e Write Origin Msg Nbr on the top
right of the agency’s form

— Helps you find the corresponding e =
Routing Slip if it becomes detached e -

e Write Form Type / Topic on the
Routing Slip
— Helps you find the corresponding
form if it becomes detached

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 28




Message Passing - Tabletop

What Routing Info Should be Entered? Recommended Form Routing Sheet

e Covers all standard forms
¢ The author of a 3" party message may not know the proper G0 ARE/RAGES Recommended Form Roting

. — General EOC, Hospital, Allied | ...
Handling Order or TO address Health, RACES ;

e Side 1is for General Forms
— The “system” handles it from there .

— They usually enter their data into an online system (WebEOC)

Side 2 is for Medical/Hospital == L Tt [eE e
— Not sure which “ICS Position” should get the message (varies by form) Forms and RACES Mutual Aid -
¢ They may not know how quickly it should be sent (Handling Order) * Asrecommended by agencies
. . e Radio operator can coach
» Radio operators may not know either — Have an extra copy to share

e Message author decides

? Date: | 3 Time (24hr): [‘Handling: Olmmediate (a5ap) OPriority (<1 hr) ORoutine (<2 hr) — Faster/slower handling
5ICS Position: ¢ | 1Cs Position: — To different location/position
T | ¢Location: R | * Location: — We only recommend if the
O | 7Name: O | u Name: message author does not
# Contact Info: M 22 Contact Info: know the information
Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 29 Copyright 2024 Santa Clara County ARES/RACES. All rights reserved, 30

213RR ¢ Handling varies based on form type
H H™ : 11. Priority
¢ Handling may be conditional upon other fields - . A
& may P Now [ ¢ To Location may be conditional upon activation status
¢ To Location may be conditional upon activation status | o . -
\ P (04 hour) e To Position can vary based on location
. . . - e
e |CS Section > Branch> Unit > are identified to cover ) © FormType Randiing To Location ** | To ICS Position **
( )
. . Medical
different staffing levels L oy © p—
HAvBed Report Immediate (ASAP) EI\'GPECA P | Eise: Medical Heatth sranch
ve: Couaty Else: Operations Section
Form T i To Location ** [ To ICS Position ** EMS Unit
G:::LI Ey:ce I o _gcation < ostlon Medical Facility Report Immediate (ASAP) E"':!’f”c"“:;“f;( :sz zladiz:l Hz.;ithtaran:h
1CS-213 Message Form Author defined Author defined Author defined
Medical Resource Request
If “Priority” (Field 11) is: | Then “Handling” is: Obsolete
Now | Immediate (ASAP) Replaced by EOC-213RR
EOC-213RR Resource Request High (0-4 hrs) | Immediate (ASAP) County EOC Planning Section PHDOC.
Medium (5-12 hrs) | Priority (<1 hr) Health Care Lisison
Low (124 hrs) | Routine (<2 hrs) —
" . If open: PHDOC
Allied Health Facility Status Routine (<2 hrs) County EOC:
OA Jurisdiction Status Immediate (ASAP) County EOC i‘;‘:‘:;n’::‘:"’;:x;: Else: CountyECC | £\ init -or- Public Health Unit
® Else: Medical Health Eranch
-t I El: O ti Secti
For ty-managed: | Mass Care and shelter Unit e R
OA Shelter Status Priority (<1 hr) F ‘ly o J] Else: Care and Shelter Branch
"Or county-managed: Else: Operations Section RACES Chief Radio Officer
County EOC RACES Mutual Aid Request Routine (<2 hrs) County EOC Else: RACES Unit
Else: Operations Section
Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 31 Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 32
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Exercise: Radio Routing Information

e What are the fields needed for radio routing?

e Which of the following forms contain all necessary radio
routing information?
1CS-213 Message Form
EOC-213RR Resource Request
OA Jurisdiction Status
OA Shelter Status
Allied Health Facility Status

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 33

Exercise: Radio Routing Information

County of Santa Clara
Emergency Operations Center (EOC)
Resource Request Form 213RR

COMPLETED BY REQUESTOR

213RR Resource Request

e Recommend:
— Handling Order
— To Location
— To Position

Signatre:
s o |8 Resourco
Tea |something Sonetine n
]
8 [ Deiwerto e sy st art o) T4 Cocation jacress o
S [someone Someunere
g T e wew
: [va
3 [
& | ocaipmen oparater © Lodgng one
oFum © o
ot © Maimanance
Ot & omr
Over
Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 34

Exercise: Radio Routing Information

Santa Clara OA Jurisdiction Status D]
o Radio OparatorOny: | rigin Mg [ Destnation s
Jurisdiction Status
Date: Time (24h): [ Honding: _ Otmmedite (1541 Opriorty (<1 1) ORoutine (2)
e Recommend: HES

— Handling Order

— To Location

e hon
— To Position oM Comact ame: sEmcamarhor
Office Status: (PickOne) O Oo0pen (Green). OClosed (sed)
Expected to Open Date: [ Expected to Open Time:
Expected to Close Date: | Expected to Close Time:
o status
EOC Open: (PickOne) O Oes (red) ONo (Green).
hcaton. (ko0 O bty oficariie Obontor 01
g isopm e Tboeminooniin

Expectod to Close Date: Expected o Close Time:

(ickone) O Oves e Oo creen
attachment (indicate where/how sent):

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 35
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Exercise: Radio Routing Information

Santa Clara OA Shelter Status WebcocorosTe

Radi peroron: | o g oestinton i

Shelter Status

Date: [ Time o Handiing: _ Ofmmediate (a54¢)_OPriority (<1hv) ORoutine (<2v]

)
™

e Info: The Shelteris T it
run by the county S

ShatorType: _(kne) _ OTypal __ OTypaz __ OType3 Otype s
status; (ckOne)__ OOpen cren)_OClosed e _ OFoll et

Name:

e Recommend:

Latitude (40 Longitude (4444

Shelter Information

— Handling Order

— To Location
— To Position

MU (where/how sent)
Floorplan (where/how sent)

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 36
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Exercise: Radio Routing Information

3 DEOC-9 ALLIED HEALTH STATUS REPORT SHORT FORM
Allied Health Status _ e

¢ Info: The Public Health
Dept. Operations Center
(PHDOC) is not activated

e Recommend:
— Handling Order

— To Location

— To Position

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 37

Exercise: Radio Routing Information

Santa Clara County RACES -~ Mutual Ald Request e 2020,
Radho Operaor Ol _ OrgaMse : | estinaton Mg #:

| Ha00108 e " Tenmedate (ASAP_ O Pririy (< 1he) © Rovtine (<2he)

o ot A

RACES Mutual Aid Request

e Recommend:
— Handling Order

o | Q| Ropostion - Preered Tyve | Minimum Tyoe

— To Location Ao

— To Position —

EE Timet]
Nesdeduntil | caet) Times{

Contoet . . ey

P - | e

ot I phone, frequecy

Relay:_ Rovd: St
: Gisg oww Time:

SCCo ARESRACES/ACS Paget0f3

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 38

Procedure
=

b
=

Common 3™ Party Procedures

Applies to any 3™ party messages

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 39

Message Announcement Procedure

e Step 1: Announce quantity and handling order; wait for “go”
— Examples
* “Net Control, | have 2 Priority messages for you”
¢ “Net Control, | have 1 Immediate and 1 Routine message for you”
— The receiving station will prioritize vs. other messages that may be
waiting. When ready, they will say: “go ahead” or “ready to copy”
e Step 2: Announce message type before sending; wait for “go”
— Let the receiver know what’s coming so they can prepare the right
form (and routing slip, if needed)
* “Message type is ICS-213”
* “Message type is 213RR with Routing Slip”
* “Message type is informal” (ex. unstructured, non-form-type messages)
— The receiving station readies the right form (and routing slip, if
needed), then says: “go ahead” or “ready to copy”

e Step 3: Send the message

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 40
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Message Sending Procedure

No Routing Slip Needed Routing Slip Needed

“Message Number” ... (on form)

Other header fields (on form)
* Date, Time, Handling, etc. (varies by form)
* To (position, location, ...)

From (position, location, ...)

* Subject, Report Type, etc. (varies by form)

Form fields

* Say section names (if applicable) at start of
each section

« Say field name (or number), then field value

*  Keep to 5 groups/fields at a time

“End of Message”
Capture receiving station’s message number

Log the message

“Message Number” ... (on routing slip and form)

Other header fields (on routing slip)
* Date, Time, Handling
* To (position, location, ...)

From (position, location, ...)

* Form Type, Topic (on routing slip)
“Form Contents” (receiver moves to the form)

Form fields

* Say section names (if applicable) at start of
section

* Say field name (or number), then value

*  Keep to 5 groups/fields at a time

“End of Message”
Capture receiving station’s message number

Log the message

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Multi-Recipient Sending Procedure

Announce quantity and priority of message for ...
— “All stations, all stations, stand by for one priority message”
— “All shelters, all shelters, stand by for one routine message”
[Optional] Poll for readiness of all stations

— Depends on experience/discipline/professionalism of other operators,
previous activity on the net, urgency of message, ...

Pick a pacing station and confirm with them
— “<city/agency name>, will you be my pacing station?”
Send message to pacing station as usual, all other stations copy message
— Get message number from pacing station
Poll other stations for their message number
— “l' will now poll all stations for fills and message numbers”
— Other stations ask for fills (if needed), then provide their message number

Usually, put stations that missed most/all of the message at the end; don’t
make everyone else wait!

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Logging Messages

¢ Log all communications traffic on ICS-309 Comm Log

¢ Include

— Time message was handled
e 24-hour local time, as usual

— “From” and “To” call signs and message numbers
e Optional: leave your call sign slot empty

— A summary of the message

e Form Type: Main Topic/Subject (should match Routing Slip if used)

5. COMMUNICATIONS LOG

Time FROM TO

(24:00)

Call Sign/iD Msg #

Call SignAiD Msg ¥

Message

1935

XNDCP5 CP5-123

XNDEOC ~XND-511

1CS213: Active Flooding

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved.
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Logging Multi-Station Messages

Sending Station:

Use a separate line for each acknowledgment

— But the multiple lines essentially constitute one long entry

Either repeat the From message number, use ditto marks, an
arrow, or something else to clearly indicate that all entries are
part of the same message

COMMUNICATIONS LOG

Time
(24:00)

FROM TO

Call SigniD Msg # Call Sign/iD Msg #

1310

XNDEOC  : XND-100| All Shelters 1CS-213: Report supply levels by 1500

1311

“ XNDSH1 SH1-123

1312

“ XNDSH2 SH2-210

1313

“ XNDSH3 SH3-344

Copyright 2024 Santa Clara County ARES®/RACES. All rights reserved.
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Logging Multi-recipient Messages

Receiving Station:
¢ Indicate the “multi-recipient” nature of the message by
logging an appropriate “TO” value.

e Referring to the previous example of the “sender” log, here’s
what the “Shelter 2” (receiving station) log might look like:

5. COMMUNICATIONS LOG
Time FROM TO
(24:00) Call SignilD . Msg# | Call SigniD | Msg#
1312 NC XND-100| All Shelters : SH2-210| 1CS-213: Report supply levels by 1500

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 45
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l\h

|

Form-specific Exercises

Proper prowords and procedures works for any form

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Form-specific Exercises

¢ You will need
— 3" party forms: 3-1CS-213, 1-EOC-213RR, 1-OA Jurisdiction Status,
1-OA Shelter Status, 1-Allied Health Facility Status,
Form 1
— 3-Radio Routing Slips
— 1-ICS-309 Communications Log
— 1-Recommended Form Routing Cheat Sheet
e Process
— You will be the receiving station
— You need to copy the message and log it on an ICS-309 (correctly)
— Observe common behaviors; look for patterns
— We will compare results after each message

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 47
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I CS-2 1 3 MESSAGE FOI:WM

 For poper: e balpin pen— bl

e Usage
— General messages

¢ Recommended field groupings

— Origin Message Nbr, Date, Time,

Handling, Msg Request eephone  ptons) i
— To, From Sowrcr e
! |REFERENCE
— Subject MESSAGE:

— Reference (if used)
— Message - 5 groups at a time

— End of Message after last group

[ACTION TAKEN: *

e Not sent over the air

— Action Taken

— Local Msg. Author/Receipent Use
Only

e Radio operator fills out bottom
Take out an ICS-213 Form

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Exercise: I1CS-213 #1 (Single station)

et l At receiving station: Shelter 1
asss ow
Sheter Hanager ¥ Planeing
o e e 4
0 'Shatter one 9 Xanadu£oc |
H. Munster ]
e Tokgioe o] ‘
SCRIECT:* [ supplyOrder |
MEssaGE:®
Send order fo next 3 days ofsupplies by 500
Time FROM T0 y Massage
(24:00) Call Sign/ID Msg # Call SignlD Mg
HHMM | EOC XND-201 | Shelter 1(( <Dest. #)| 1CS-213: Supply Order
~—
Ciomies —Civwes —Diowws s
T
B 4= Did you fill this out?
o
[CORR——

Exercise: I1CS-213 #2

Multi-station/receive)

o] | om o l At receiving station: Shelter #
Shter hnager i
0 Aisneners ]
Sone s ‘
T ‘
\
Messaces
weighting the replacement. Truek
. FROM TO
Time v Message
| (24:00) Call Sign/Ip Msg # Call Sign/ID
HHMM | EOC XND-202 | Allshelters (<Dest. #>) _1C5-213: Meal Delivery
e
T
S o 4= Did you fill this out?
T8 —T
SR —

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 50
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Exercise: I1CS-213 #2 (Multi-station/Send)
MESSAGE FORM | meos [xnpatz | esinstontteos’ " Sea 30| |
" Uandling- . .
e l At sending station: Xanadu EOC
o[
Sheter anager 1 raing
5 |
- |
=
|
[ Weat oy |
MEssaGE:”
‘weighting the replacement. Tk
- FROM TO
Time Message
(24:00) Call Sign/ID Msg # Call Sign/ID Msg #
heq 1120 EOC XND-202 All Shelters — 1CS-213: Meal Delivery
1120 | ” Shelter 1 SHI-###
fo 1120 |~ ” Shelter2  SH2-###
w1121 - ” Shelter 3 SH3-###
= .
Gom | ovpmnonns Opesor e
Geoms[omJome
oo [0 e
-
[CORR——
Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 51

OA Jurisdiction Status

e Usage
— Report jurisdiction status when
WebEOC is not available
e Update vs. Complete —)
— If Complete, all underlined fields
are required
e Recommended field groupings
— Msg Nbr, Date, Time, Handing
— To, From
— Report Type, Jurisdiction Name
— Then go section by section
Say section name
Say field name(s) and value(s)
Shoot for about 5 items
(fields/groups) at a time
Skip empty fields & sections

AT T
e =T
= ==
Oatr- Tima (2t} Hangting: Ommadiate sz Oprionny (<1 ) ORautins (<21
ey Tiamms
= ! i
Norme: Z_n-m-

P st o T
Sec EM Comtact e

oftcsstar s )
(opented ta Openiate:
opected 10 Gosw Date
EOC Status
£0c Open: i
ctiton: C

[oTrp—
[oTre—

Expted 1a OpeniDute:
Expected 1o o Dnt:

[T Ty T ——— 7o oy
[ ——
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. . . . . )
Exercise: OA Jurisdiction Status (ity> county) OA Shelter Status S
Radio Operator Ol | Oign i T vestinaton g
[sa A surisicion Satus _
—— ¢ Usage s peerre—— pe—
asoai |womion: | tie?” Ovens l At receiving station: County EOC ‘ — Report shelter status when = A
) WebEOC is not available = e
b (ko) ONormal een OUnknown ey @problem reew) OFallre Sonte Do
== ol OUnknownico) @Prolem ) Ofsre v e Report Type: — [ O S [,
armmen Snatter e
Strets flooded — Update VS. Complete Shale Typw: 7k 0 gmu gv:;: gwl.u Oty
EoCFax: 'age 2 of . . Status; : (P One) open creers  Olosed mess Full s
}M o \ — If Complete, all underlined fields are [
Secomconactpbone = - (Baons) 2Nurmi\rcruny gz::::«:h\‘:ﬂ 8::”:"\.3:4‘::; OFallure tea) required fur
SMips o Ovmmimmn =y e ac] Eomment ; ;
T — T 2 e losed. e Recommended field groupings e e
Page3of4 = Information M Begon T
o T — Msg Nbr, Date, Time, Handing e
Adiston s Ol s, Obutvolier o Mess tarvd L S hank
Opmics__®rans o o ] — To, From 3 ombe: f—
Eupected o Close Dt Toipectedto lose T | Relay: | ree: sent: | :;::.r\m..‘«... ci: o»»:
— | Name: <Yodr Name> Call Sign: <Your Call>| Date: <today> | Time 2ah11:13 | — Report Type, Shelter Name e e ———
[P T i
. — Then go section by section
e Say section name
* Say field name(s) and value(s) WO fere/ o s}
Time FROM T0 4 - sl (b
(24:00) Call Sign/ID Msg # Call Sign/ID Msg # essane * ShODt for abOUt 5 items
: all Sign sg all Sig sg N R
L1 HHMM | Xanadu XND-203 OAEOC (<Dest. #9 JurisStat: Xanadu City (fields/groups) at a time
* Skip empty fields & sections Lt
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Exercise: OA Shelter Status (sheiter > city eoc) Report Type: Update or Complete
= B Used On: OA Jurisdiction Status
ommarony: [orgn et weszot  [oesmm e J - ;
— l At receiving station: Xanadu EOC ‘ OA Shelter Status
oa: <today> | Tine0021164 | sondioe Ot 050, @iy Orounneam
Wass Cara and Shatter Unit__| ; | G5 st Shefter Manager
v [tocatior: Xanadu EoC ] & [tocaton: I - .
= = Comments
e et St Hope St heter :; ’::m»- departed, we are closed. I o O
Shoter
e ——_—€_—_ Report Type: Update ‘“Complete
A riace) Oopee s @i Ondos
[ Important: See Instructions!
2z b Oves Ono |
Latitude (¢ 464" I % -
B — [ v ] Report Type Required.
C — I::::]" 3 — [sert: o T I * Update: Normal mode. Recipient should only replace fields in WebEOC that are entered
e : - here. Other fields should retain their current values. To tell the recipient to clear a text
ekt i g:: g:., T field in WebEOC, write “{CLEAR}" in the field. To append to existing data in a WebEOC text
I:::“ singecs Oves O field, write “{APPEND}", followed by the text to be appended.
* Complete: Use with coution. An empty field here tells the recipient to clear the field in
Time FROM TO * WebEOC. Use this to replace all fields in WebEOC with the data provided here, or to report
Message
(24:00) Call Sign/iD Msg # CallSigniiD | _Msgri~_ on current status of all WebEOC fields.
HHMM |Hope Shelter HSS-204| XNDEOC (<Your #>) Shelter Stat: Hope Street
{CLEAR} clears the field of all data that is in WebEOC
B UPDATE . .
{APPEND} appends the new data to what is already in WebEOC
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Radio Routing Slip

e Usage
— When form being sent does not

have all radio routing information
fields

— Also write Origin Msg Nbr in
upper-right corner of associated
form

e Recommended field groupings

— Message Nbr, Date, Time,
Handling

— To, From
— Form Type, Topic
e Then say, “Form Contents” and
continue by sending the
associated form

Rev 190527

Opority(c11) ORtine <21
IS Fostion:
?Loction

Instastions for Massago Author/Craater:

30 Filin l Reauiced fllds
o th ront ofa f

[t Opertr i
Rt | vt s

o [ cosign Tone [ Time ey
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EOC-213RR Resource Request

e Usage

— Non-mutual aid resource requests
T

* i.e. barricades, water, sand, ...
— Use with Radio Routing Slip
e Recommended field groupings
— Incident Name, Date, Time
— Then, use judgement
* Say field number(s) and value(s)
¢ Shoot for about 5 items
(fields/groups) at a time
o Skip empty fields
e Signature Line

— If signed, send “with signature” as
part of the Field 7 data.

B¢

‘County of Santa Clara
Emergency Operations Center (EOC)
Resource Request Form 213RR

Proparsaty

Approvedty

Routedto

:
&
§ 3. eliver 1o (name. sg00c) posor =
<
£
{ -
é © todang
s
il
o=
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Exercise: EOC-213RR

(City > County)

At receiving station:
County EOC

Santa Clara C

‘County of Sonta Chra

L xnD-205

RadhoOperaor O | OriginMsg . XND-205

o e e et o, S ]\
ot Panning [ icsoon Logistes
+ [[taater county E0c | % [~1scter xanaaueoe
0 [ruame: iz
H
Comaci e
o [ g zrorR ok wiaget

Training class.

& Roqesvd By . oy e, ot

Resource Request Form 213RR
COMPLETED BY REQUESTOR

Jierman tunster, I, 689.855.-1212

Sopare

with signature _ seauesreoatse

R ey o [ e
tea Widget. o
Someone. Somewnere

15 S S e

y FROM TO
Time Message
(24:00) Call Sign/ID Msg # Call Sign/ID
HHMM | XNDEOC =~ XND-205 | Cnty EOC (<Desr. #>) 213RR: Widget
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Copyright 2024 Santa Clara County ARES®/RACES. All rights reserved.

Allied Health Facility Status

e Usage
— Report allied health facility status
— Use with Radio Routing Slip
e Recommended field groupings
— Facility Name, Type, Date, Time
— Contact Name, Phone, Fax
— Other, Incident Name & Date
— Then go section by section
Say section name
Say field name(s) and value(s)
¢ Shoot for about 5 items
(fields/groups) at a time
Skip empty fields & sections

DEOC-9 ALLIED HEALTH STATUS REPORT SHORT FORM

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Unfamiliar Form —what do you do?

¢ First, check if the receiving party has a copy of the form
— If they do, it simplifies your sending process
—_— — Send them a copy/photo via fax or email or packet if possible?

e Iftheydo..
— Send it as usual: top to bottom, left to right, section at a time, field
Unfamlllar Forms name (or field number) and value

— Skip empty sections/fields
— Shoot for 5 items (fields/groups) at a time

e But what if they don’t have the form?
— Come up with a process!

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 62 Copyright 2024 Santa Clara County ARES/RACES. All rights reserved

Example of an unfamiliar form:

- _ 2
Unfamiliar Form — What Do You Do- Donut Ordering Form

1. Define a process that works for you .
What’s missing?

2. Follow the process Date: 06-25-22
Time: 1430 hours Radi P -
Example: A Donut Ordering form Person Ordering: Herman adio routing information!
e How does the recipient know what you’re saying is the name of a field, or
data you are transmitting? Glazed: 1dozen Use a Radio Routing Slip!
o Set the expectation: “I will say the word ‘Field’ followed by the field Jelly: 1 Raspberry
name, then the word ‘Value’ followed by the data in the field” Plain: 24 mixed
e If a form will be used more than once, assign field numbers and pass the
Bear Claws: de-clawed

form layout, first: “I will say ‘Field’ followed by the number, then ‘Name’
followed by the name.”

e Subsequently, use the field numbers: “I'll send the message as ‘field’,
followed by the number, pause, then say the field value”

e Use common procedures: 5 items (fields/groups) at a time, ...

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 64 Copyright 2024 Santa Clara County ARES/RACES. All rights reserved

Copyright 2024 Santa Clara County ARES®/RACES. All rights reserved.



Message Passing - Tabletop

H H i . At receiving station: Xanadu EOC
Example of Form with Numbered Fields Exercise: Unknown Form | |
ST > | WCP-207

\[‘ P ‘\ F s o v - = \ Morning Donut Order
[ e o o, I What’s missing? B | T 1. Date: <today>

e ] - o 2. Time: 11:35
.ot Pamctona P rT— “Topic: Morning Order
e DT Radio routing information! 3. Department:  RACES

T || s e 4. Glazed: 6

_ D . i i 5. Jelly: 2
o [t [ Use a Radio Routing Slip! B o ]
e o g Slip }..,m,.‘ Tasen : [ow: T i 6. Assorted: 1dozen
[ T

e . ]
T : pon 1 Time FROM ° Message
e 0| s Constonng (24:00) Call Sign/ID Msg # Call Sign/ID

e HHMM | West CP WCP-207 (XNDEOC K<Dest, #>/ Morning Donut Order
Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 66 Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 67

The Need for Relaying Messages

¢ We usually send messages directly (one hop)
— We use the To and From Locations without thinking
— Origin Station calls Destination Station listed in “To Location”

— Destination Station sends back confirmation (Destination Msg Nbr) to
the Origin Station (“From Location”) during the same conversation

. ¢ But sometimes the Origin Station can’t reach the Destination
Relaylng Messages Station directly

— No repeater (down or limited coverage)
— Simplex distance or terrain issues
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Copyright 2024 Santa Clara County ARES®/RACES. All rights reserved.




Message Passing - Tabletop

Relaying Messages

¢ We can use one or more “Relay Stations” when the Origin
Station is unable to talk to the Destination Station directly
— Origin station needs to find a path (one or more Relay Stations) to the
“To Location” for sending the message
— Destination station needs to find a path (one or more Relay Stations)
to the “From Location” for sending their message number
(confirmation)
¢ This may be the same path used to send the message
¢ It might be a different path (if one or more Relay Stations are now gone)
— Finding the path may occur on the same or different net
e Example: Command Net might be used to keep Message Net moving

ht 2024 Santa Clara County ARES/RACES. All rights reserved,

Relaying Messages

e Assumptions:
— Stations know when a relay is required and arrange a path

— When the message is being passed, stations know the “next hop”
needed to reach the Destination Station

— When the receipt is being returned, stations know the “next hop”
needed to reach the Origin Station

— The path taken by the receipt may be different than the original
message.

— Return receipt is sent as normal, operator-to-operator traffic with
“Routine” handling.

— Return of the receipt is done on a “best effort” basis.

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Relay — 2 Hops
Origin Relay Destination
Station Station Station

Time “...Forrelay to ...”, O-Nbr + Msg

Also Record: Relay Sent

“Will relay”
Also Record: Relay Revd

“..Via Relay .., O-Nbr + Msg
Also Record: Relay Sent

“My msg number is D-Nbr”
Also Record: Relay Revd

“Dest # for msg O-Nbr is D-Nbr”

Legend:

<«—>» Tracked Traffic Exchange

< --- Operational Traffic Exchange
O-Nbr Origin Message #

D-Nbr Destination Message #

Msg 3" Party Content

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Message Hop 1
Origin Station To Relay Station

¢ Indicate relay request during handshake
— “Message type is Shelter Status for relay to <destination>"

¢ Transfer message as usual

e Relay acknowledges message with “Will relay”
— Instead of “My message number is...”

e “Radio Operator Only” section:
— Origin Station records Relay Station’s call sign in “Relay: Sent”
— Relay Station records Origin Station’s call sign in “Relay: Revd”
— Remainder completed as normal

¢ Both log the traffic on their ICS-309

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved.

73

17



Message Passing - Tabletop

Relay Example: Message Hop 1
Xanadu Fire Station 4 l

Xanadu Shelter 1

Origin Station Relay Station Destination Station
Origin
Form: ‘ Radio Operator Only: | * Origin Msg#: XND-321 ‘ Destination Msg #:
[ Radio Operator Only: |
| Relay: | Revet: [ sent: Fire 4 |
ICS-309: |  Time FROM To Message
(24:00) Call Sign/ID Msg # Call Sign/ID Msg #

1100 | EOC XND-321 | Fire 4 1CS-213: Water / Relay to Shelter 1

Relay
Form: | Radio Operator Only: | *Origin Msg #: XND-321 ‘ Destination Msg #:
Radio Operator Only:
Relay: | Revd: £OC [ sent:
1CS-309: | fipe FROM T Message
(24:00) Call Sign/lD Msg # Call Sign/ID Msg #

1100 EOC XND-321 |Fire 4 1CS-213: Water / Relay from EOC

U]

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 74

Message Hop 2:
Relay Station To Destination Station

¢ Transfer message as usual

— Relay Station uses same paperwork that was created in previous hop
e “Radio Operator Only” section:

— Relay Station records Dest Station’s call sign in “Relay: Sent”

— Dest Station records Relay Station’s call sign in “Relay: Rcvd”

— Remainder completed as normal

¢ Both log the traffic on their ICS-309

¢ Relay station should update previous log entry
— Add Destination Msg Nbr to 15t hop message

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Relay Example: Message Hop 2
[ xansduoc [ —{  Xansdu ireStstions o[ Yanadu sheer |

Origin Station Relay Station Dest Msg # Destination Station

Relay

Form: | Radio Operator Only: | * Origin Msg #: XND-321 ‘ Destination Msg #: SO1-104

Radio Operator Only:

Relay: | Revd: FOC [ sent: Shelter 1
- . FROM TO
1C5-309: | Time Message
(24:00) | cal signip Msg # Call Sign/ID Msg #

1100 | EOC XND-321 | Fire 4 S01-104 |ICS-213: Water / Relay from EOC
1100 | Fire4 XND-321 | Shelter 1 S01-104 |ICS-213: Water /Relay to Shelter 1

Destination
Form: | Radio Operator Only: | * Origin Msg#: XND-321

[ Destination Msg #: S01-104

Radio Operator Only:

Relay: | Revd: Fire 4 [ sent:
- N FROM TO
1CS-309: | time Message
(24:00) | call signiip Msg # Call Sign/iD Msg #

1100 Fire 4 XND-321 | Shelter 1 S01-104 1CS-213: Water /Relay From EOC

U]
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Receipt Hop 1:
Relay To Origin Station

¢ Relay Station contacts Origin Station with operator-to-
operator traffic

— “<Origin Station>, this is <Relay Station> with a destination message
number”

— “Go ahead”

¢ Relay Station passes the message number
— “For your Origin Msg Nbr XND-321, Dest MSg Nbr is: S01-104”
- “Copy”

¢ Both log the traffic on their ICS-309

e Origin Station should update previous log entries
— Add Destination Message Number to:
¢ The original, outgoing message form
* The original ICS-309 log entry

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved.

77

Copyright 2024 Santa Clara County ARES®/RACES. All rights reserved.

18



Message Passing - Tabletop

Relay Example: Receipt Hop 1
— _u_ Xanadu Fire Station 4 L:B[M

Origin Station Dest Msg # Relay Station Dest Msg # Destination Station
Relay
Form: ‘ Radio Operator Only: | * Origin Msg #: XND-321 ‘ Destination Msg #: SO1-104
[ Radio Operator Only:
| Relay: | Reve: EOC [ sent: Shelter 1
ICS-309: |  Time FROM To Message
(24:00) Call Sign/ID Msg # Call Sign/ID Msg #
1100 | EOC XND-321 | Fire 4 501-104 |ICS-213: Water /Relay from EOC
1100 Fire 4 XND-321 | Shelter 1 S01-104 |ICS-213: Water /Relay to Shelter 1
1100 Fire 4 EOC Origin # XND-321 = Dest # S01-104
Origin

Form: | Radio Operator Only: | *Origin Msg #: XND-321 ‘ Destination Msg #: S01-204

Radio Operator Only:

Relay: ‘ Revd: ‘ sent: Fjre 4
- : FROM T0
1CS-309: | fipe Message
(24:00) Call Sign/lD Msg # Call Sign/ID Msg #

1100 EOC XND-321| Fire4  S01-104 |ICS-213: Water /Relay to Shelter 1

@ 1100 | Fire 4 EOC Orig # XND-321 = Dest # S01-104

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved

More Complex Relay Situations

e Time Lag

— It may be 30 minutes to an hour before you get the destination
message number back; longer with two relays

e Two relays
— The same procedure is easily extended to more than one relay
— This would be extremely rare in our county, much less for a city
— See Appendix at the end for a diagram

¢ Different path for return of Destination Message Nbr

— By the time the Destination Message Number is on its way back to the
Origin Station, one or more of the relays may be gone

— So the “receipt” may take a different path back
— See Appendix at the end for a diagram

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Problem Solving

How to handle the problems that will inevitably happen

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Proword Is Part of the Message

e What if a proword like “figures” is part of the message?
e Answer: Use “lI spell”
e Examples:

— Written: “The latest figures are encouraging.”

— Spoken: “The latest figures /| SPELL foxtrot india golf uniform romeo
echo sierra <pause> are encouraging.”

— Written: “Itemize 4 figures each.”

— Spoken: “Itemize FIGURE four <pause> figures | SPELL foxtrot india
golf uniform romeo echo sierra <pause> each.”

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved.
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Message Is Too Long for the Form

¢ When you run out of room on the form when receiving a
message:
— Make it abundantly clear on page 1 that there is more than one page
(“Page 1 of X”)
— Use plain paper (Form 1) for subsequent page(s)
— Add Origin Message Number and “Page X of Y” to each page
— Use only front of paper
¢ Copying and/or scanning often misses the back of pages
— Immediately staple or otherwise affix all pages together
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Untrained Operator; Known Form

¢ What if an Operator is sending a known form poorly?
— Suggest a process

* “Send fields top to bottom, left to right, 5 fields at a time. For long fields,
send 5 words at a time”

— If that doesn’t work, switch to a more directive approach

o Ask for individual fields: Origin Message Number?, Date?, Time?,
Handling? ...

¢ [f the problem continues with the next message, it might be
time to suggest another operator through discreet channels
such as Command Net, Telephone, etc.

unty ARES/RACES. All rights reserved
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Untrained Operator; Unknown Form

¢ If an Operator is sending a message poorly (using an
unfamiliar form you haven’t seen) — what do you do?
— Suggest a process:

* “First, tell me each of the field numbers and field names on the form, top
to bottom, left to right. Pause after each one (or five) and wait for an
acknowledgment by me.”

* Now, tell me the field number (or name) followed by the value.

Use MP Techniques with Net Scripts
¢ Use with caution on Net Scripts (Open/Close Net, H&W, etc)

— Prowords are helpful when sending things that might be
misunderstood but do not overuse them when reading net scripts.
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Unusual Information to Communicate

e Just about anything can be sent with our existing rules

— Avoid making up new prowords

e Still, you may come across something that isn’t covered yet
— That’s why we added to the ARRL message handling procedures

¢ [f you're really sure that you must create a new proword
— Use the existing prowords as a guide for how it should work
— Set the expectation for the receiving station up front

o “I will use the introductory proword WIDGET” before speaking a group of
type widget phonetically

— Use it consistently
— Report it on our discussion groups

If appropriate, we’ll adopt it into our standards

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved
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Whatever the Problem, Remember ...

Semper Gumby

(In case you don’t know Latin, that means “Always Flexible”)

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved 86

Summary

You should now be able to:

* Properly send, receive and log 3 party written messages,
including messages using formats that you haven’t seen
before

¢ And you should be able to do it precisely!

This was the classroom portion of your training

Practice is the only way to become and remain proficient!
e Quarterly On-air training nets

¢ Exercises, drills, and public service events

¢ Repeat this class until it’s automatic
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Final Assignment

Please complete the Class Evaluation within one
week.

To get course credit you need to:
a) Attend at least 90% of the class
b) Participate in class

b) Complete the class evaluation

If you do these, you will get credit for the course.
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Online Class Evaluation

Log into https://www.scc-ares-races.org/activities/events.php
Click “Submit Class Evaluation” in Events

Home
i O Calendar of Events
Activities Home Show: Current events© Past events Event Descriptions
SCC ARES/RACES Home
Comments/Bugs P - -
— /Bugs Training Net - Message Passing Practice

vents

Credential o
List Events By Date Date: Start: Type: Credit? Location:
List Events I Joined 02/16/21 8:30 PM Other No Resource Net Repeaters
Create a New Event This is the monthly Message Passing Training Net held on the
Modify an Event third Tuesday of each month. The training net will be be held
Delete an Event on the Resource Net ...
List/Print an Event Roster
Log_Event Participation ARES/RACES Communications Drill - CITY participation
i fiiafi ”
Submit Class Evaluation ! Date: Start: Type: ETE:’Z’-‘.“EI iocationi
Copyright 2024 Santa Clara County ARES/RACES. All rights reserved. 89
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Thank You!

¢ If you have questions or feedback about this or other training
activities, join our Training discussion group. This is a
moderated group:

— https://www.scc-ares-races.org/discuss-groups

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved.

Message Relay Exercise

* We are only to send the message number, priority, and
subject. We will not send the rest of the message content for
this exercise.

* Xanadu EOC Sends ICS-213 to Shelter 1 via Fire Station 4
o Slide 74

* Fire Station 4 relays to Shelter 1 and receives Destination
Message Number from Shelter 1
o Slide 76

* Fire Station 4 relays Destination Message # to Xanadu EOC
o Slide 78
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Appendix
Example, Relaying with 2 relay hops
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Relay — 3 Hops

Time Orig EOC Relayl Relay2 Dest EOC

“For relay to Dest EOC...",

O-Nbr + Msg
M ‘Will relay’ “For relay to Dest EOC...”,
<« O-Nbr + Msg
“Will relay”

“Msg type...”, O-Nbr + Msg

“My msg number is D-Nbr”

“For relay to Orig EOC:
Dest # for msg O-Nbr is D-Nbr”

“Dest # for msg O-Nbr is D-Nbr”

Legend:

<«—>» Tracked Traffic Exchange
<+ Operational Traffic Exchange
O-Nbr Origin Message #

D-Nbr Destination Message #

Msg 3 Party Content

Copyright 2024 Santa Clara County ARES/RACES. All rights reserved

Copyright 2024 Santa Clara County ARES®/RACES. All rights reserved.




Message Passing - Tabletop

Relay — 3 Hops With Different Return Path

Time Orig EOC Relayl Relay2 Dest EOC
“For relay to Dest EOC...",
O-Nbr + Msg
P “Will relay” “For relay to Dest EOC...",
™ 0O-Nbr + Msg
“Will relay”
“Msg type...”, O-Nbr + Msg
Relay3 “My msg number is D-Nbr”
“For relay to Orig EOC:
| Dest # for msg O-Nbr is D-Nbr”
“Dest # for msg O-Nbr is D-Nbr”
<
Legend:
<«—>» Tracked Traffic Exchange
< Operational Traffic Exchange
O-Nbr Origin Message #
D-Nbr Destination Message #

Msg 3" Party Content
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